MIHICTEPCTBO OCBITH | HAYKH YKPATHM

HALUOHAJBHWHA YHIBEPCUTET
«MMOJATABCHKA HOJUTEXHIKA IMEHI IOPISI KOHAPATIOKA

OCBITHLO-NPODECIANUA HIPOI'PAMA

«KIBEPBE3IEKA»

nepmore (faxanarperrore) pirng rumoi ocriTu
ranysi 3Haub F Ingopmauiuni mexnonozii

cneniansnocti F35 Kibepboeznexa ma zaxucm ingopmayii
ocBitug weanidixvania Baxanaep 3 kibepbeznexu ma zaxucmy indopmanii
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JMCTITONOJOKEHHS
oceinLo-npodectitnol nporpamm

«KIBEPBESTTEKA

PIBEHL BHIOT OCBITH Hepwuu (baxanaspcuicun) picent,
CTVIIHE BHIOTOCBITH haweanaep
I'AJIY3b 3HAHDL I lnudpopmayiuni mexnonocii
CIHELUAJIBHICTDH F5 Kibepbesnerxa ma saxucm indvopmauil
OCBITHS KBAJIIDIKALLS barxanaep 3 kibepbesneru ma saxucmy indhopmanyii
MOTOTKEHO MOTrOTAKEHO
IlpopekTtop 3  HaykoBo-megaroriyHoi Jlupekrop AenapraMeHTy  oprasizail
poboTn HaBYaJdbHOIrO MpoIecy. akpeauTaiii Ta
@v nines3yBaHHs
bornan KOPOBKO — Oner MAKCMMEHKO
« 79 » 06 2025 p. « /9 » 06 2025 p.
PEKOMEHTTIORAHO CXBAJTEHO
BueHnor panoio HaB4anbHO-MeTOAMHYHOIO KOMICIEO
Hanqamnn-nayuomm iHCTHTYTY HaRuanmkHO-HAYKOROTO IHCTUTYTV
indopmauifHuxX TeXHOJIOr1H Ta iHhOpMaLiiHKUX TEXHOJOITH Ta
pOBOTOTEXHIKM POBOTOTEXHIKU
Iporokon Ne 11 Bin «ﬂ» 0% 2025p. Ilporokon Ne /7 Bin «30» 0%~ 2025 p.

[onoBa nqenoi paju i

T'omno IHCTHTYTY
Onekcanap HIEDEP
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HOIO (po6040I0) IpyIIoIO,

K MPOEKTHOT (POBOYOT) rpyIH.
BITHBO-1IIPOdeCiiiHOT porpamu
1Opiit 3IOPEHKO



MNEPEIMOBA
OcBiTHRO-TIpOdeciiiHa TporpamMa po3podsieHa BiANMoBiAHO a0 CraHmapTy BHUIIO1

ocBiTH YKpaiHu mepioro (0akaqaBpChbKOTO) piBHS BHUIIOI OCBITH, Taly3b 3HaHb — 12
[ndopmariitni  TexHosorii, cnemianeHicTh 125 KibepbOesneka Ta 3axucTt iHbopmarlii,
3aTBEP’KEHOTO Ta BBEACHOTO B JIiI0 HaKa30M MIiHICTEpCTBA OCBITU 1 HAyKH YKpaiHU Bif
04.10.2018 Ne 1074 (31 3MiHaMM BHECEHMMM Haka3oM MiHICTepcTBa OCBITH 1 HAyKH
VYkpainu Big 29.10.2024 Ne 1547) 3 BpaxyBanHsM noctanoBu KaGinety MinicTpiB Ykpainu
Bix 16 rpymus 2022 p. Ne 1392.

[Iporpamy po3p0o6JIeHO TPOEKTHOIO (POOOUOI0) IPYIIO0 Y CKIIAII:

Kepienuxk npoekmmnoi (pooouoi) ecpynu:

3nopenko lOpiii  MukonaiioBuy — gomeHT kadeapu KOMITIOTEPHHUX Ta
1H(opMaIITHUX TEXHOJIOTIH 1 CHUCTEeM, KaHIUIAT TEXHIYHUX HayK.

Ynenu npoekmnoi (pooouoi) cpynu:

lonoBko [I'enmnamiii BsuecnmaBoBud — jomeHT Kadeapu KOMITIOTEPHUX Ta
1H(pOpMAIIIHHUX TEXHOJIOTIH 1 CUCTEM, KaHIUAAT TEXHIYHUX HAYK, TOTICHT;

KpacHoOaeB Biktop AnHaTomiiioBUY — TapaHT OCBITHROI mporpamu, mpodecop

Kadenpu KOMI IOTepHUX Ta 1H(HOPMALIIHHUX TEXHOJIOT1H 1 CUCTEM, JOKTOP TEXHIYHUX HAYK.

o po3pobxu oceimuvoi npocpamu Oyau 0oyueni:
KopTyn B.B. — kepiBHUK HaBUanbHOTO HIeHTPY Software Development Services

[eitko 1.O. — nupextop IT-kommanii DIGI CODE
Tpeymor J1.0. —SEO-cnenianict komnanii IST GrouP

306HIWIHI peyeH3eHmu:
1. NIXSOLUTIONS, m. XapkiB
2. Partizan Security Global

3. XapkiBcekuit [T-kmactep

Ils ocBiTHBO-TIpOdeciiiHa mporpamMa He MoOKe OyTH TMOBHICTIO ab0 YacTKOBO
BIITBOpPEHA, THPAKOBAHA Ta PO3MOBCIOPKEHA 0e3 103BosTy HarlloHaIbHOTO YHIBEpCUTETY

«ITonraBceka nomitexHika imeH1 FOpis Konnpartroka



1. IIpogins ocBiTHLO-IPOgeciiinol mporpamu 3i cneniajgbHocTi FS KiGepOesneka

Ta 3aXUCT iHpopmauii

1.1. 3araabHa iHpopmauist

IloBHa Ha3Ba

Hamionanpauit yaiBepcuret «IlonTaBchka mosiTexHika iMeHi

3aKJIay BUIIION FOpis Konnpatiokay;

OCBITH Ta HaBuanbHO-HayKOBUI THCTUTYT 1HGOPMAIIHHUX TEXHOJIOTIHN Ta
CTPYKTYPHOIO POOOTOTEXHIKH;

miapo3aiay Kadenpa koM roTepHux Ta iHGOPMAIITHIX TEXHOJIOTIH 1 CHCTEM
PiBenn Buioi ocitn | Ilepmmii (6akanaBpchbkuii) piBeHb BUIIOI OCBITH

Cryninb BHIIOL bakanasp

OCBITH

I'any3b 3HaHB F Indopmariiiini TexHomorii

CreniajbHicTh F5 Kibep6esneka ta 3axuct iHopmarrii

Ha3gBa ocBiTHBOI KibepOesmeka

nporpamMu

Tumn ocBiTHBOI OcaiTHBO-TIpOdeciiiHa

NnporpamMu

InTepHeT-anpeca https:/nupp.edu.ua/page/litsenzuvannya-ta-akreditatsiya.html
PO3MillleHHSI

OCBITHBOI TPOTPaMu

dopmu 3100yTTH Ouna (nenHa) — 3 poku, 10 micsis

OCBIiTH Ta

PO3PaxyHKOBI CTPOKH

BHKOHAHHS OCBITHbOI

nporpamMm

OcBiTHsA bakanaBp 3 ki0epOe3nexu Ta 3axucty iHdopmarii
KBaJiQikanis

Keanigikauisi B Cryninp BHIOI OcBiTH — bakanaBp

JTUTLIOMi CrnemianbHicts — FS KiGepbe3neka ta 3axuct iHpopmartii

OcsiTHs nporpama — «KibepOesnekay

Onuc npeaMeTHoL
odsacri

O0’ekTH BHBYEHHSI: TEXHOJIOTIi KiOepOEe3MmeKn Ta 3axUCTy
iH(pOopMaIlii; mporecu yrpaBJiHHA KiOepOe3MmeKor Ta 3aXHUCTOM
iH(popmartii; o0’exkTu 1HGOPMAIIHOI AISUTBHOCTI, B TOMY YHCII
iHbopMariiiHi  Ta  1HGOpPMAIITHO-KOMYHIKAIIIHHI ~ CHCTEMH,
1HbOpMaIliliHI pecypcH 1 TEXHOJOT].

Iini HaByaHHS: TiATOTOBKA (haxXiBIliB, 37aTHUX BUKOPUCTOBYBATH
1 BOPOBAPKYBAaTH TEXHOJIOT1T KI0epOe3neKu Ta 3aXucTy iHpopmartii
Ta pO3B’sA3yBaTH CKJIaHI 3a7a4l y Tany31 KibepOe3neKku Ta 3aXUCTy
iH(opMmarii.

Teopernunuidi 3MIiCT mNpPeAMeTHOI  00J1aCTi:  NPUHIUIIH,
KOHIIETIIii, TEOpIi 3aXUCTY KUTTEBO BAXKIMBUX IHTEPECIB JFOIUHU,
CYCHJIbCTBA, JIEPXKABH Mij 4ac BUKOPUCTAHHS KiOepIpoCcTopy, 3a
SKOTo 3a0e3MeuyrThCsl CTAIMM  PO3BUTOK  1HGOPMAIIMHOTO




CYCIIIILCTBA Ta IM(PPOBOTO KOMYHIKATUBHOTO CEpEIOBHIIA,
CBO€YACHE BUSBJICHHS, 3am00iraHHs 1 HEUTpamizaiis peabHUX 1
NOTEHIIMHUX  3arpo3 HalllOHAIBbHIM  Oe3memi  YkpaiHu y
kibeprpocTopi.

MeTtoau, MeTONMKH Ta TEXHOJOTii: METOAM, METOAWKH Ta
TEXHOJIOT1i PO3B’SA3aHHS TEOPETUYHUX 1 TPAKTUIHUX 3a/1a4
KibepOe3nexu Ta 3aXucTy iHpopmartii.

IHcTpyMeHTH Ta 00JaJHAHHSI: 3acO0M, MPHCTPOi, MEpPEKHE

YCTaTKyBaHHS, MPHKIATHE Ta CHCIlajdi30oBaHe IPOrpaMHE
3a0e3neueHHs, iH(oOpMamiiiHi  cHCTeMHU Ta KOMIUIEKCH
MPOCKTYBaHHS,  MOJICTIOBAHHS, KOHTPOJIIO,  MOHITOPHHTY,
30epiranHsi, O0OpoOKH, BIZOOpaKEHHS Ta 3aXUCTy JIaHUX

(1nopManiitHuX MOTOKIB).

AKkajieMivHi mpaBa
BUITYCKHUKIB

MatoTh npaBo Ha 3700yTTs OCBITU Ha APYyromMy (MaricTepCbKoMy)
piBHI BHIIOi OCBITH. 3100yTTS a00 BJOCKOHAJCHHS OCBITU Ta
npodeCiifHOI MATOTOBKH B CUCTEM1 OCBITH JOPOCIHUX.

KinbkicTs kKpeauris
3a €BponeiicbKoI0
KPeANuTHO-
TpaHcgepHOoIo
CHCTEMOIO,
HeoOXiaHui 1151
BUKOHAHHSI POrpaMu

240 xpenutiB EKTC

HasBHicTh
aKkpeaMTaiii

AKpenuTyeTbCs BIEpIie

ux/ piBeHn

HPK VYkpainu — 6 piBeHb,
QF-EHEA — nepmwuii nuki,
EQF-LLL — 6 piBeHb

Bumoru 1o ocBiTu
0Ci0, AKi MOKYTh

[ToBHa 3aranpHa cepennst ocsita (3 piBens HPK) abo Bummii piBeHb

po3noyaTu

HABYAHHSI 32 Wi€I0

MPOrpamMoIo

MoBa(un) YkpaiHcbka MOBa

BHKJIA/IAHHS

Tepwmin aii ocBiTHboi | Tepmin aii ocBiTHROI porpamu — 10 30.06.2029

NMporpamMmu

1.2. Ilixi ocBiTHBOI IpOrpamMu

i ocBiTHBOI | {111 OCBITHBOI MpoOrpamMH MOJATAIOTH B MIATOTOBIN (axiBIIiB,

nporpaMu 3/IaTHUX BUPIIIYBAaTU CKJIAHI Creliani30BaHi 3aJjaul Ta IPaKTU4HI
nuTaHHs y cdepl iHopmariiiHOi Oe3meku Ta 3I1iCHIOBATH
3a0e3neyeHHs 1HpOopMaLiiHOT Ta KIOEPHETUYHOI O€3MEeKH AepKaBH

1.3. XapakTepHCTHKA OCBITHBOI POrpamMu
OpienTanin OcaiTHpO-TIpo(eciiiHa MporpaMa Mae MNPUKIAAHY OpIEHTALIIO 1

OCBITHBOI IPOrpamMu

CIpsIMOBaHA Ha BUPIMICHH] CTICTIaTi30BaHUX Ta MPAKTUYHHX 33729
3 Kibepbe3neku Ta 3aXucTy 1Hpopmarii.




OcHoBHHUIT  ¢okyc
OCBITHBOI MpOrpamMu

3arajibHa BHIIA OCBITa B rany3l 1H(QOpPMaALIMHUX TEXHOJIOTIH,
CIPSIMOBAaHUX Ha PO3B’sI3aHHA 3a]1a4 3a0e3MeueHHs KiOepHETHIHOT
Oesneku, HaOyTTsS mpodeciiHMX HaBUYOK (axiBIs 13 3aXHCTY
naHux. AKIIEHT Ha opMyBaHHI BMiHb 3aCTOCOBYBAaTH TE€XHOJOTIT
i  TmporpaMHO-TEXHIYHI 3aco0M TIPOEKTYBaHHs, peaisallii,
BIIPOBA/KEHHS M CYyNPOBOKEHHS MPOTPaMHHUX 3ac00iB PI3HOTO
MPU3HAYEHHS, KOMIT IOTEPHUX CHUCTEM 1 MEpEeX 3 BPaxXyBaHHAM
BUMOT KiOepOe3neKku Ta peasnizailii KOMIJIEKCHUX CUCTEM 3aXHCTy
1HbOpMaIlii.

KimrouoBi  cnoBa:  kibepOesneka, KOMITIOTEPHI  CHUCTEMH,
KOMIT'IOTEpHI MEpexi, MpOorpaMyBaHHS, 3aXUCT MPOrPAMHOTO
3a0e3neUeHHS], 1H(MOpMaIIHHO-KOMYHIKaIIIiHI TEXHOJIOT1],
iH(opmMmartiiina 6e3neka, 3axucT iHdopmarii

Oco0auBocTi
BigMiHHOCTI
nporpaMu

Ta

XapaKkTepHOI0 OCOONMBICTIO JaHOI MporpaMH € HaJaHHA
MOYJIMBOCTI MOTJIMOIEHOTO BUBYEHHS JUCIUILUIIH, MPUCBSIYECHUX
iH(opMariiiHii Ta kibepOesmnerni, MoriudIeHO BUBYATH 1THO3EMHY
MOBY MpPOTSITOM YChOTO TepMiHy HaBuyaHHs. CTYIEHTH MaiOTh
MOJKJIMBICTh BHOYAYBaTH YHIKaJbHY I1HAWBIAYyajdbHY OCBITHIO
TPAEKTOPII0 IUIAXOM BUOOPY HABYAJIbHUX JUCLUIUIIH Ta
norauOIOBaTH 3HAHHA, OOMPAIOYM OJUH 3 TPHOX MEHIKOpIB —
«3axucT KOpHMOpaTUBHUX Mepex», «brokueitH Tta Oe3meka
O0aHkiBCbKHX cuctem» abo «KibGepOesneka 00’€KTIB KPUTHYHOL
1HGpacTpyKTypHu». 3100yBadl BHUIINOI OCBITH 3a LI€I0 OCBITHHOIO
IpOrpaMol0 MaroTh MOXJIMBICTH OpaTH y4dacTh B Mporpamax
MDKHApOJHOT aKaJeMidHoi MoOUIbHOCTI (TpuBaiicTio 1 abdo 2
CEMECTPH).

1.4. IlpuaaTHiCTh BUNYCKHUKIB OCBITHBOI MPOrPamMu 0 NMPAaNeBJIAIITYBAHHSA

Mo:KIUBOCTI
npaineBJalITYBaAHHSA
3a 3100y TO10
0CBiTOI0

BunyckHuku mAroToBieHI 0 POOOTH 3a  HAIllOHAJBHUM
knacugikaropom Ykpainu (K 003:2010):

2139 — (paxiBenb 3 pearyBaHHS Ha 1HIIUIECHTH KiOepOe3neKH,

2139 — daxiBenp 3 MIATPUMKH IHPPACTPYKTYypHU KiOep3axucry,
2139 — daxiBenb 3 TEXHIYHOTO 3aXHUCTy 1HPOpMAIIii,

2139 — daxiBenp 3 KpUNTOrpapivHOro 3aXMCTy 1HPOpPMAIli,

2139 — daxiBewpb 3 TECTyBaHHS CUCTEM 3aXUCTy 1HOpMaIlii,

2139 — (axiBenp 3 OIIIHKK 3axXOAIB 3axHCTy 1HdopMalii
(ki0epbOe3nexn),

2139 — ¢axiBenb chepu 3aXUCTy 1HPOpMaILii,
2139 — aaminicTpaTop O6€3MeKHn MEPEeXk 1 CUCTEM,
2139 - (axiBenp 3 NOUTaHb O€3MEKH
KOMYHIKaIIIiH1 TEXHOJIOT1),

3439 — ¢axiBenp 13 opraxizaiii iHHopMaliitHOT O€3MeKH,

3439 — ¢axiBenp 13 oprasizaiii 3axucty iHpopMallii 3 00MeKEeHUM
JOCTYTIOM,

3439 — (axiBenp 3 peKUMY CEKPETHOCTI,

3439 — incmieKTop 3 OpraHizaiii 3aXUcTy cekpeTHoi 1H(opmarii

(i opmariitHo-




1.5. BukjgagaHHd Ta OiHIOBAHHSA

Buxkiaaganus
HAaBYaHHSA

Ta

[TpoBeneHHS JMEKIIMHUX, TPAKTUYHUX Ta JAOOPATOPHUX 3aHSTH,
oprasizaiisi MalCTep-KJIaciB, HAyKOBUX KOH(EpeHLId Ta
CeMiHapiB; 3aJly4€HHs CTYACHTIB JI0 y4acTi B MPOEKTHUX poOOTaX,
KOHKypcax, OJiMIiaZax Ta HayKOBO-AOCIHIIHUX  3aX0Jax.
3amyueHHs1 10 TPOBEAEHHS 3aHATh KBali(hiKOBaHMX (haxiBIIiB-
npakTukiB. CaMocTiiiHa po6ora (MIArOTOBKAa MPE3CHTAIlil,
pedepatiB, po3paxyHKOBUX Ta KYypCOBHX POOIT, MIATOTOBKA JI0
CKJIaJlaHHs €IMHOTO JEP>KaBHOTO KBaM(iKAIIHHOTO ICIUTY).
3aCTOCOBYIOTBCSI ~ 1HHOBAIlIHI ~ TEXHOJOT1i  JMCTaHIIMHOTO
HaBYAHHS 3 BUKOPUCTAHHIM OHJIAWH-TUIAT()OPM TSl TPOBEICHHS
3aHATb.

OuiHoBaHHA

@®opMH  KOHTPOJIIO: TMHCbMOBI  €K3aMeHU (TeCTyBaHHS,
BUpPIIICHHA MNpOOJEeMHHX  3aBAaHb, pPO3B’SI3aHHS  MEBHOI
MPUKIIAIHOT 3a]1a41), yCHE €K3aMeHyBaHHsI, TU(]. 3aT1KH, TPOMDKHI
KOHTPOJIbHI pOOOTH Ta OMUTYBAHHS, IPE3EHTAIlIl, 3BITH 3 IPAKTUK,
nyOqiYHUNA 3aXUCT KYpPCOBHX poOIT, CKjiagaHHa €IuHOTO
JepKaBHOTO KBai(iKaliifHOTO ICIIUTY.

Buau KOHTPOJII0: TOTOYHUH Ta M1JICYMKOBUN KOHTPOJIb

Ixana onmiHIOBAHHA: OIIHIOBAHHA 3a1lcHIOETECT 3a 100-
O6anpHOIO (peiiTuHroBOI0) ImiKajoro, Immkamoro €KTC (ECTS),
(A,B,C,D, E, FX, F), namioHanbHOr 4-X O0ajgbHOIO0 IIIKAJOK
(«BIIMIHHOY, «J1I00pE», «3aI0BIIIBHOY», «HE3aJ0BIIILHO»).

1.6. IIporpamHi KOMIETEHTHOCTI

InTerpaasna
KOMIIeTEHTHICTH

(IK)

3mMaTHICTh PO3B’SA3yBaTH CKJIAAHI CIEHiali3oBaHl 3amadi i
OpakTUYHI 3aBJaHHA Yy Taly3l KibepOe3nekn Ta 3axXHCTy
iH(popMmarii.

3araJjbHi
KOMIIETEHTHOCTI

(BK)

3K 1. 31aTHICTh 3aCTOCOBYBATH 3HAHHS y MPAKTUYHUX CUTYaIlIsX.
3K 2. 3HaHHs Ta pO3yMIHHS MPEAMETHOI 00JIacTi Ta PO3YMIHHS
npodeciiftHOl isTBHOCTI.

3K 3. 3gaTHICTh CHUIKYBaTHCS ASPAKABHOIO MOBOIO SIK YCHO, TaK 1
MUCHBMOBO.

3K 4. 31aTHICTh CIUJIKYBaTUCS 1HO3EMHOIO MOBOIO.

3K 5. 3naTHICTh BUMTHUCS 1 OBOJIOIBATU Cy4YaCHUMH 3HAHHIMHU.
3K 6. 3naTHicTh peajizyBaTH CBOi IpaBa 1 0OOB’SI3KM SIK 4JieHa
CyCNUIbCTBA,  YCBIIOMJIIOBAaTH  IMHHOCTI  TPOMAJITHCHKOTO
(BITBHOTO JIEMOKPATHYHOT'0) CYCIUJIBCTBA Ta HEOOXITHICTh HOTO
CTaJIOr0 PO3BHUTKY, BEpXOBEHCTBA MPaBa, paB 1 CBOOO/T JTIOIWHU 1
rpoMajJiSTHUHA B YKpaiHi.

3K 7. 3naTHICTh yXBaJIOBATU PIIICHHS Ta JIIATU, JOTPUMYIOYUCH
OPUHLIUIY HEMPUITYCTUMOCTI KOpyMIii Ta OyIb-SKHX I1HIINX
MPOSIBIB HEJJOOPOYECHOCTI.




3K 8. 3partHicTh 30epiraTy Ta NPUMHOXYBAaTH MOpAabHI,
KYJbTYpPHi, HAYKOBI IIIHHOCTI 1 IOCSTHEHHS CYCITIIHLCTBA HA OCHOBI
PO3YMIHHSI 1CTOpii Ta 3aKOHOMIPHOCTEH PO3BUTKY MPEIMETHOI
oOnacTi, ii Micug y 3arajipHii CHUCTeMi 3HaHb MPO MPUPOAY 1
CYCHIJIBCTBO Ta Y PO3BUTKY CYCHIILCTBA, TEXHIKM 1 TEXHOJIOTIH,
BUKOPHCTOBYBATH Pi3HI BUAM Ta POPMH PYXOBOi aKTUBHOCTI AJis
AKTUBHOTO BiAMOYMHKY Ta BEJICHHS 3JOPOBOTO CIIOCOOY MKHUTTSI.

CrueunianbHi (paxosi,
npeaMeTHI)
KOMIIETEHTHOCTI
(CK)

CK 1. 3patHIiCTh 3aCTOCOBYBATH 3aKOHOJAaBYY Ta HOPMATHBHO-
nmpaBoBy 0a3y, a TaKOX JepKaBHI Ta MDKHAPOJHI BHMOTH,
MIPAKTUKH 1 CTAHIAPTH Y TPOQECIHIN AiSTHHOCTI.

CK 2. 3patHicTh BUKOPHUCTOBYBATH 1H(OpPMAIIiHI TEXHOJIOTI],
cyyacHl MeToau 1 mojenl KibepOe3meku Ta CHUCTEMH 3aXHUCTY
iHdopMmarii.

CK 3. 3naTHicTh 3a0e3neuyBaTH HEMEPEePBHICTh O13HEC-TIPOIIECIB
3T{IHO BCTAaHOBJIEHOT TOJITHKUA KiOepOe3neku ¥ 3axXucry
iHdopMmarii.

CK 4. 3parmicte 3abesneuyBatd 3axucT 1HGopmallii B
iHQopMaliitHuX Ta 1HQOpPMAIIHHO-KOMYHIKALIMHUX CHCTEMax
BCTAHOBJICHOT TOJIITHKHU KiOepOe3IeKu Ta 3aXHUCTy 1Hpopmariii.
CK 5. 31aTHICTh BiJTHOBJTIOBATH byHKITIOHYBaHHS
iHbopMaIiiHuX, 1HGOPMAIIIHHO-KOMYHIKAI[IHHAX CUCTEM ITICTIS
peautizaiii 3arpo3, 31iCHeHHs KibeparTak, 300iB Ta BIIMOB Pi3HUX
KJIACIB Ta MOXO[KEHHSI.

CK 6. 3partHicTh BOPOBAKYBaTH Ta  3a0e3medyBaTd
(YHKIIIOHYBaHHSI KOMIUIEKCHHX CHCTEM 3aXHCTy 1H(opMarii
(KOMIJIEKCH ~ HOPMATHUBHO-TIPABOBUX,  OpraHi3alliiHuX  Ta
TEXHIYHUX 3aC001B 1 METOJIIB, MPOLIEAYP, TPAKTUUHUX MPUHAOMIB
TOIIIO.

CK 7. 3naTHicTb 31iicHIOBAaTH NpodeciiiHy AisSIbHICTh HA OCHOBI
BIIPOBA/DKEHOI  CHCTEMHU  yOpaBiiHHA  1HGOpMaliiHO Ta
Ki6epOe3mneKoro.

CK 8. 3partHicTh 3aCTOCOBYBAaTH METOAM Ta  3aco0u
kpunrorpadiuaoro  3axucty  iHpopmamii Ha  00’€KTax
1H(hOpMaLIHHOT ISITBHOCTI.

CK 9. 3matHicTh 3aCTOCOBYBAaTH METOJM Ta 3aCO0M TEXHIYHOIO
3axucTy iHpopMaIii Ha 00’ €kTax 1HPOPMAIITHOT TISITEHOCTI.

CK 10. 3pmarHicTh BHKOHYBAaTH MOHITOPUHT 1H(GOPMAIIHHIX
NpoIleciB, aHaJI3yBaTH, BUSBIATH, OI[IHIOBATH  MOXJIHMBI
Bpa3IMBOCTI Ta 3arpo3u iHdopMaiiiiHOMy TMpocTopy ¢
iHQOpMaIITHUM pecypcaM 3TiAHO 3 BCTAHOBJIEHOIO MOJITHKOIO
1H(dOopMaIIiitHOT O€3IeKH.




1.7. IIporpamui pesyabtatu (IIP)

PH 1 BinpHO cmimkyBaTHCS JEpKaBHOK MOBOIO YCHO Ta MHCHMOBO IPH BUKOHAHHI
npodeciiHuX 000B’SI3KIB;

PH 2 ChinkyBatucs 1HO3€MHOIO MOBOIO 3 METOI0 3abe3mneueHHs e(EeKTUBHOCTI
npodeciitHoi KOMyHIKaIIii;

PH 3 3acTtocoByBaTu NpuHIIMI HENPUITYCTUMOCTI KOPYIIIi Ta Oyb-SKUX 1HIIUX MPOSIBIB
HEA00pOUECHOCT] y mpodeciiiHii AisIbHOCT;

PH 4 OpranizoByBat BiacHy npodeciiiHy IisIbHICTb, 0OMpaTH 1 BUKOPHUCTOBYBATU
ONTHMaJbHI METOAW Ta CIOCOOM pO3B’S3aHHS CKIAAHUX CIEIiali30BaHuX 3a1ad 1
NPaKTHYHUX MPo0JeM y mpodeciiiHiil AisNIbHOCTI, OIL[IHIOBATH IXHIO e(I)eKTHBHiCTL'

PH 5 AmnamizyBatu, apryMeHTyBaTH, NMPUHAMATH PIIICHHS MPH PO3B’sS3aHHI CKIIATHUX
CHeIliaNi30BaHUX 3a/Jad 1 NPAKTHYHUX 3aBJaHb Yy TNpodeciiHill MisaIbHOCTI, SKi
XapaKTepU3yIOThCSI KOMIUIEKCHICTIO Ta HEMOBHOK BH3HAUYEHICTIO YMOB, BIAMOBiTaTH 3a
MPUKAHATI PIIICHHS;

PH 6 AnanTtyBatucs 10 HOBUX YMOB 1 TEXHOJIOT1# npodeciiiHO1 AisTbHOCTI, MPOTrHO3YBATH
KiHIIEBHI pe3yJIbTaT;

PH 7 3acrocoByBatu i1 agantyBaTu Teopii 1H(popmaiii Ta KOJyBaHHS, MaTeMaTHYHOL
CTaTHCTUKH, 4ucen, kpunrorpadii Ta creraHorpadii, oOpoOieHHs 1 nepenadyi CUTHAJIB
TOILI0, IPUHIIUITK, METO/IM, MMOHATTS KiOepOe3neku Ta 3axucty iHdopmalii y HaB4aHHI Ta
npodeciitHiil AiSTBHOCTI,

PH 8 3acrocoByBatu 3HaHHS ¥ pO3yMiHHA MaTeMaTWKd Ta (Gi3MKH B MpodeciiiHii
TISUTBHOCTI, (opMaii3yBaTh 3aayl MNPEeIMETHOI raimy3l KidepOe3meku Ta 3aXUCTy
iHdopMmalii, GopmysaroBaTH iX MaTeMaTUYHY IOCTAaHOBKY Ta OOWpaTH parlioHaIbHUN
METOJ] BUPIIICHHS;

PH 9 3nartu Ta 3acTOCOBYBaTH 3aKOHOJJAaBCTBO Y KpaiHU Ta MI>KHAPOIHI BUMOTH, TPAKTUKU
1 CTaHAApTU 3 METOI0 3JIMCHEHHS TpodeciiHOl AISILHOCTI B rajay3i KibepOe3meku Ta
3aXMUCTy 1HhOpMaIlii;

PH 10 BuxopuctoByBaTH cy4dacHi iHGOpMalIiHI TEXHOJOTil, METOoau 1 MoAem
KibepOe3neKku Ta CUCTEM 3aXHUCTy 1HhOopMaIlii 17151 3a1iMcHeHHs TpodeciiHOI TisITbHOCTI;
PH 11 IInanyBatu miAroToBKy Ta 3a0e3leuyyBaTH HEMEPEPBHICTH O13HEC-TIPOIIECIB B
Oprasi3aisix 3riJHO 31 BCTAHOBJICHOIO MOJITHKOIO KiOepOe3neku 3 ypaxyBaHHIM BUMOT J0
3axXUCTy 1H(pOpMALii;

PH 12 3acrocoByBatu meromu Ta 3aco0u 3axucty iHopmarlii B iHQOpMamiiHUX Ta
1H(OpMaIIHHO-KOMYHIKAIlIMHUX CHUCTEMax BIJIMOBITHO JO BCTAHOBIEHOI  TOJITHUKH
1H(pOopMaLiiHOT Oe3neKy;

PH 13 BmnpoBamkyBaTH, HajalTOBYBaTH, CYNPOBOKYBAaTH Ta MiATPUMYBATH
(GYHKI[IOHYBaHHS TMPOTPAMHUX 1 MPOrpaMHO-alapaTHUX KOMIUIEKCIB 1 CHCTEM
kibepOe3nekn Ta 3axucty iHdopmMalii K HEOOXiaHI mpouexypu s (yHKIIOHYBaHHS
iHQopMaliitHux ¥ 1HGOpMalIMHO-KOMYHIKAIIHHUX cucTteM Ta\abo 1H(pacTpykTypu
oprasizartiii B 1{IJIOMY;

PH 14 BupimyBatu 3aga4i ymopaBiiHHS TIpOIleCaMHM  BIJIHOBJICHHS  IITATHOTO
dbyHKIIOHYBaHHS 1HQOpMAIIHHUX Ta 1H(QOpMaIITHO-KOMYHIKAIlIMHUX CHUCTEM 3
BUKOPUCTAHHSAM TMPOIEAYP PE3epBYBaHHS 3TiJHO BCTAHOBJICHOI MOJITHKU OE3IMEKH 1
3a0e3nedyBatd (YHKIIOHYBAHHS CHEI[AIbHOTO MPOrpaMHOr0 3a0e3MedeHHs 00
3aXUCTY Ta BIIHOBJICHHS 1HPOpMAIIi;




PH 15 36uparu, o06pobsisiT, 30epiraty, aHajiizyBaTd KpUTHYHI JIaHl JJIs I0Ka3y peai3alii
Kibep3arpo3, MPOBOJUTH aHAJI3 Ta JOCIKEHHS KIOSPIHIIMACHTY 3 METOI OTIEPATUBHOIO
BIIHOBJICHHS (DYHKITIOHYBaHHs 1H(GOPMAIIIMHOI CUCTEMHU;

PH 16 BupimyBaTu 3ama4i BIpoBaPKEHHS Ta CYMPOBOTY KOMIUICKCHUX CHUCTEM 3aXHUCTY
iH(dopMallii B iHpopMaIliiHUX cUCTeMaXx;

PH 17 3a6e3neuyBatu pyHKIIIOHYBaHHS CUCTEMH YIIPABIIHHS KiOEpOE3MeKOoIo 1 3aXUCTOM
iH(dopmarii opranizailii, BKIOYAOUM MEPCOHAN Ta YMPAaBIIHHS HACTIAKAMH peajiaiii
3arpo3 iHopMarliiHiil 6e3meri B KpU30BUX CHUTYAIlisIX, HA OCHOBI 3/IIMCHEHHS MPOTIEAYP
KUIBKICHOT 1 SIKICHOT OIIIHKH PU3HUKIB;

PH 18 AmnanizyBaTu, 3aCTOCOBYBAaTH METOJM Ta 3acOo0U KpUOTOrpadivyHOTO 3aXHUCTY
iH(popmarrii Ha 00’ ekTax iHMOPMAIIHHOT TISUTBHOCTI;

PH 19 BupimyBatu 3amadi moao0 OpraHi3ailii Ta KOHTPOJIO CTaHy KpUNTOrpadidHOTO
3axuCTy 1HpOpMaIlii, 30KpeMa BIAMOBIIHO 10 BUMOT HOPMAaTUBHUX JIOKYMEHTIB;

PH 20 BuznauaTu 3arpo3u CTBOPEHHS TEXHIYHUX KaHaJIIB BUTOKY 1H(popMallii Ha 00’ eKkTax
iH(OopMaIiitHOT AISIBHOCTI; BIPOBAHKYBAaTH 3acoOM 1 3aX0JM TEXHIYHOTO 3aXUCTY
iH(dopMalIlii BiJi BUTOKY TEXHIYHUMH KaHaJIaMH, MPOBOJIUTH 0OCIyTrOBYBaHHS 1 KOHTPOJIb
CTaHy arapaTHUX 3ac00iB 3axucTy iH(opMaIlli Ta KOMIUIEKCIB TEXHIYHOTO 3aXHUCTy
1HdOopMaIii;

PH 21 BuxonyBatu BIpOBa>KEHHS, MATPUMKY, aHATI3 €(DEKTUBHOCTI CUCTEM BHSIBICHHS
HECAaHKI[IOHOBAHOTO JIOCTymy, Mii 3 1H(opmariiero B iHQoOpMamiiHIi cUcTeMi,
BPA3IMBOCTEH, MOXJIMBUX 3arpo3 iHGopMaIiiHoMy TpocTopy ¥ iH(pOpMaIiiHUM
pecypcaM Ta BUKOPHUCTOBYBATH KOMIUICKCH 3aXUCTY JJIs1 3a0€3neYeHHsT HEOOX1THOTO PiBHS
3aXUIIEHOCTI iHQopMaIlii B iHPOpMaIIHHUX CUCTEMAX.

1.8. PecypcHe 3a0e3neueHHsI peaJsisamii nporpamMu

OcHoBHi Jlo peaizailii OCBITHbOI IPOrPaMHU 3a]Ty4€H1 HAyKOBO-II€1aroriyHi
XapaKTepUuCTUKHA NpaliBHUKY, 3 AKUX 87% MaroTh BU€HI 3BaHHs Ta/ab0 HAayKOBI
Ka/IpOBOI0 ctyneni. Jlo BukiagaHHs npoQeciiiHO-OpIEHTOBAHUX TUCIUILIIH
3a0e3ne4YeHHs 3a]y4yaloThCsl BUKJIAAaul-IpakTUKU. YacTka JNEKIIMHUX TOAUH

HAyKOBO-TIEIATOTIYHUX TMPAIIBHUKIB 3 MPAKTUYHUM JIOCBIIOM
poboTH ckiamae Oibire 16%.

OcsgiTHs Ta/ab0 npodeciitHa kBamiQikallis HayKOBO-II€AaroriYHUX
MPAaIiBHUKIB, M0 3aJy4eHl 10 peaii3ailii OCBITHIX KOMIIOHECHTIB
OCBITHBOI ITPOTPaMHU, TTOBHICTIO BIJMIOBI1a€ BUMoraM JIireH31iHuX
YMOB TPOBAPKEHHS OCBITHBOI JiSUIBHOCTI, 3aTBEPIIKEHUX
nocrtaHoBoro KabGinery Minictpie Ykpainu Bim 30.12.2015 p.
Nel1187 (B penakiii moctanoBu Kabinety MiHicTpiB YKpaiHu Bif
24.03.2021 Ne365)

OcHoBHI Bukopucranss JEKIIHHUX ayJIuTOpii, 001aTHaHNX
XapaKTepUuCTUKHA MYyJbTUMEIINHOIO TEXHIKOI; HAaBYAJbHUX ayIUTOpIA A
MaTepiajJbHO- OpOBEJIEHHS  NPaKTHUYHUX Ta  JAOOPaTOPHUX  3aHATH 3
TeXHIYHOI 0 BUKOPHUCTAHHAM NEPCOHAIBHUX KOMII IOTEPIB; CHEIiali30BaHUX

3a0e3meyeHHs HaBUaJIbHUX JJabopartopiit Lenovo, Dell, Asus, HP, Cisco.




Bukopucranns nporpamHoro 3a0esnedeHHs: Nmap, Wireshark,
tcpdump, OpenSSH-server, Oracle VirtualBox, Kali Linux,
Ubuntu.

OcHoBHI
XapaKTePUCTUKH
iHpopmaniiiHOrO TAa
HaBYAJILHO-
METOJIUYHOTI0
3a0e3nmeyeHHs

Vci1 OCBITHI KOMIIOHEHTH 3a0e3ledeH] HaBYAIbHO-METOIUYHUMUA
PO3pOOKaMH HayKOBO-II€IarOriYHUX MPaIliBHUKIB YHIBEPCUTETY —
METOAWYHHUMH BKa3iBKaMH, HaBYaJbHUMM IIOCIOHMKaMH a0o
H1ApYyIHUKAMH.

HaBuanbHi Martepiaii 3 KOXHOTO OCBITHBOTO KOMIIOHEHTa
OCBITHBOI MPOrpaMy PO3MIIICHI Ha MIaTGopMi AUCTAHIIHHOTO
HaBuanHs Moodle. CTyneHTH OTpUMYIOTh TOBHUW AOCTYH [0
CJIIEKTPOHHOI ~ 010mioTekn  yHiBepcuTery.  [HAMBIAYyaIbHHIA
HABUYAJBHUH TJIaH Ta MEPCOHAILHUNA PO3KJIAJl 3aHSATh JOCTYITHI B
0COOHUCTOMY €JIEKTPOHHOMY KaOiHEeT! CTYCHTA.

1.9. AxaaeMiuHa MOOLIBLHICTEL

HaunionajabHa
KpeauTHA
MOOLJIBHICTH

HamionanpHa KpenuTHa MOOUIBHICTE MOXE 3A1HMCHIOBATHCS
BiIMOBIAHO 70 yroa HarionaneHoro yHiBepcurety «llonTaBchka
nomTexHika iMeHi FOpis KonapaTiokay y 3akiajgax BHIINOI OCBITH
(HayKOBHX YCTaHOBaX) — napTHepax HallioHambHOTO yHIBEpCUTETY
«ITonraBceka mogitexHika imeHi FOpis KonapaTioka» B Mexax
VYkpainu Ta 3rigHo 3 [loyioKeHHsIM po MOPsIAOK peaizallii mpasa
3n00yBauiB  BUIIOi OcBiTH  HarioHanbHOTO  YHIBEPCUTETY
«IlonTaBcbka momitexnika imeHi FOpis Konapartioka» Ha
aKaneMiuyHy MOOUTBHICTb.
https://nupp.edu.ua/uploads/files/0/doc/polozhennia/akademichna-
mobilnist.pdf

Mi:xkHapoana
KpeauTHA
MOOLJIBHICTH

Moxe peanizoByBaTHUCs 3700yBayaMu BHUIO1 OCBITH BiJIMOBIIHO
no yknanenux yron HamionanbHoro yniBepcuteTy «llonTaBcbka
nomTtexHika imeH1 FOpis Konnpatioka» ta yrogu (Epazmyc+K1) y
3aKj1a/ax BUIIOI OCBITH (HAYKOBUX YCTaHOBAX) — MapTHEpax mosa
MeXaMH YKpaiHu Ta 3rigHo 3 IloJ0XKEeHHSM IIpo MOPSI0K
peanizamii mpaBa 3100yBayiB BHUINOI OCBITM HalioHaIbHOTO
yuiBepcutrery  «llontaBcebka — momiTtexHika  iMeHi  FOpis
Kongpatroka» Ha aKaJeMiuHy MOOLUTBHICTb.
https://nupp.edu.ua/uploads/files/0/doc/polozhennia/akademichna-
mobilnist.pdf

HaBuannus
iHO3eMHHX
3100yBaviB  BMIIOL
OCBITH

HapyaHHs1 1HO3EMHHMX CTYACHTIB MOXKE 31HCHIOBATHCS 3T1JIHO 3
BUMOT'aMH YAHHOTO 3aKOHOIaBCTBa




2. IlepeJsiik KOMIIOHEHT OCBITHHOI MPOrPaMHM TAa IX JOTIYHA MOCTITOBHICTH

2.1. TlepeJjiik KOMIIOHEHT OCBITHHO-NIPO(ECiiTHOI MporpamMmu
KoMnoHeHTH 0CBITHBOI IPOrpamMu (HaBYaJIbHI . . dopma
Kon . . Kinbkicts | .
o/K AMCIMILTIHH, KYPCOBI NPOEKTH (po00TH), NPAKTUKH, KpeHTiB MiICYMKOBOI'0
kBajidikaniiHa podora) KOHTPOJII0
1 2 3 4
OBOB'SAAI3KOBI KOMIIOHEHTH
1. IUKJI BAT'AJIBHOI MIATOTOBKU
OK 1. IHO3eMHa MOBa 8 €K3aMeH
OK 2 Ictopis Ykpainu Ta ykpaiHChKOi KyIbTYpH 3 €K3aMeH
OK3 ITpaBoBi ocHOBHU 1M PoBOi Ta iHPOpPMALIHHOT Oe3MeKH 4 . 3amik
OK 4. Ino3emHa MoBa 3a npodeciiHuM CpSIMYBaHHSIM 8 eK3aMeH
OK 5. Buma marematuka 6 eK3aMeH
OK 6. VYkpaiHcbka MOBa 32 IpOoQeciiiHUM CIPSIMYBaHHSIM 3 eK3aMeH
OK 7 MeTtoau Ta 3acobu 06pobku iHpopMmarii 4 . 3amik
OK 8 dinocodis 3 eK3aMeH
OK9 @Di3uyHe BUXOBaHHS 4 . 3amik
3araJbLHHuH 00CAT 000B’I3KOBHX KOMIIOHEHT 3arajibHoOI IiATOTOBKH: 43
11. HUKJ DPO®ECIMHOI NIJITOTOBKU
OK 10 BBenenHs 10 cremialbHOCTI 3 eK3aMeH
OK 11 |HopmaruBHO-IpaBOBe  3a0e3lEYCHHS Ta  MIDKHAPOJIHI 5 eK3aMeH
CTaHJapTH KibepOesneku
OK 12 |OcHoBu iH(opMaIliitHOT Ta KiIOEpHETHYHOI OC3MEKH 5 eK3aMeH
OK 13 | IndopmaniiftHO-KOMYHIKAIIIiHI TEXHOJIOT11 4 nud. 3K
OK 14  |3axuct inpopmarii 4 KP, exzamen
OK 15 MenemkmeHT iHdopMaliitHOT Oe3neKku 5 eK3aMeH
OK 16 CrenianbHi MeTOIM 0OPOOKH JaHUX B TEICKOMYHIKAIIHHUX 3 eK3aMeH
crcTeMax
OK 17 ba3u manux 5 eK3aMeH
OK 18  |IIporpamyBaHHs 6 eK3aMeH
OK 19 | OG6’ekTHO-OpiEHTOBAHE MPOTPAMYBaHHS 5 eK3aMeH
OK 20 |TexHomorii po3ciigyBaHHsS IHUUACHTIB iHQOpMAIiHHO] 4 eK3aMeH
Oe3nexu
OK 21 |Omnepaniiiti cuctemMu 4 eK3aMeH
OK 22 | ApxiTekTypa KOMI IOTEpiB Ta KOMIT FOTEpHA CXEMOTEXHiKa 5 eK3aMeH
OK 23 | KoMIuIeKCHI CUCTeMH 3aXUCTy iHpopmarrii 5 KP, exzamen
OK 24 | Komn’rorepHi Mepexi 4 KP, exzamen
OK 25 | Kpunrorpadiddi CHCTEMH Ta MPOTOKOJIH 4 mud. 3aiK
OK 26 | Teopis inpopmallii Ta KOJyBaHHS 4 eK3aMeH
OK 27 |Creranorpadis 4 eK3aMeH
OK 28 | IudopmarniiiHa Oe3rneka aepxaBu Ta Oi3HECY 4 eK3aMeH
OK 29 | Pusuku inpopmaniitHoi Oe3mnekn 3 eK3aMeH
OK 30 |Texnonorii BUsSBICHHS BPa3JIMBOCTI BeO-pecypciB 3 . 3amik
OK 31 XMapHi TEXHOJIOTIi Ta 3aXKMCT BeOJAOJATKIB 4 eK3aMeH
OK 32 | Anroput™mu Ta CTPYKTYpPH JaHHX 6 mud. 3aiK
OK 33 TexHiunmii ayaur 3 KP,ex3amen
OK 34 |3axwuct mporpaMHOro 3a0e3neucHHs 5 KP,ex3amen
OK 35 AHaJi3 BeJIUKUX JaHUX 4 mud. 3aiK
OK 36 |TexHiku 3aXUCTY i IPOTUIii MEPEIKEBUM aTaKkamM 4 aud. 3amik
OK 37 |3axwmcT omnepaliiiHuX CUCTEM 4 mud. 3aiK




OK 38 | HapuajbHa nmpakTuka 3 mud. 3aiK
OK 39 |BupoOHuua (TEXHOJIOTiYHA) IPAKTHKA 6 nud. 3K
OK 40 |BupoOHmua (ekcruryaramiifHa) npakTHKa 6 mud. 3aiK
3aranbHuii 00CAT 000B’A3KOBHUX KOMIIOHEHT 134
npogeciiiHOI MiATOTOBKM:

3araabHuii 06cATr 000B’I3KOBUX KOMIIOHEHT 3arajibHol 177

Ta npodeciiiHOl MATOTOBKHU:

BUBIPKOBI KOMIIOHEHTH
1. IUKJI 3AT'AJIBHOI MIATOTOBKU

YBMI1 | BubipkoBa aucrumutina 1 4 mud. 3aIiK

YBM 2 | BubipkoBa gucuuiutiaa 2 4 . 3arik

YBM 3 | BubipkoBa aucuuiutina 3 4 . 3arik

YBM 4 | BubipkoBa aucrumuiina 4 4 mud. 3aTiK
3aranbHuii 00cAT BUOIPKOBUX KOMIIOHEHT 3arajibHOI MiATOTOBKU: 16

I1. UKJI TPOP®ECIMHOI NIITOTOBKHU
IBM1 BubipkoBa TucIUILTIHA 5 4 Tud. 3aTiK
IBM2  |BubGipkoBa qucuurniina 6 4 . 3amik
Meiigxop 1 «3aXHCT KOPNOPATUBHUX MeEPerA»

IM1 ApXITEKTypa KOPHOPATUBHUX MEPEX 6 mad. 3aTiK
1 M2  |KopmoparuBHa Oe3neka 6 . 3amik
1M3 Besmnexka 0a3 manux 6 mud. 3aiK
I M4  [3axucT KOPIOPAaTHBHHUX MEPEK 6 mud. 3aiK
IM5  |[[Hudpposa 06poOka CHTHATIB Ta 300paKEHb 6 . 3amik
1M6 [HTENeKTyaTbHHI aHAITI3 TaHUX 6 mad. 3aTiK

Meiiaxop 2 «bJI0K4YeHH-TEXHOJIOTIA Ta 0e3neKka 0aHKIBCbKUX CHCTEM))

2M1 besneka 0aHKIBCbKUX CHCTEM 6 nud. 3K
2M?2  |®iHaHCOBO-eKOHOMIYHA Oe3reKa cy0’€KTiB TOCIIOIapIOBaHHS 6 . 3amik
2M3 'YTipaBiiHHS 3aXHUCTOM KOMEPIIMHOT TAEMHHUII B 0aHKIBCHKUX 6 mud. 3aiK
i piHAHCOBUX yCTaHOBAX
2M4  [Texuosorii 6JoKueiHH 6 mud. 3aiK
2M5 OCHOBH CMapT-KOHTPAKTIiB 6 nud. 3amiK
2M6  |Opranizaiisi JOKyMEHTOOOIT'y 3 00MEKEHUM TOCTYIIOM 6 mud. 3aiK
Meiixop 3 «KidepOe3neka 00’ €KTiB KPpUTHYHOI iIHPpPACTPYKTYpH»
3M1 besneka 00’ €kTiB KpUTHUHOT IHQPACTPYKTYpH 6 . 3amik
3M2  |Cucremu eIeKTPOHHOTO JOKYMEHTOOOITY 6 . 3amik
3M3 'YrpapniHHs pu3rKaMu iHQOpMaIiifHOT Oe3meKn 6 mud. 3aiK
3M4  HopmatuBHO-IIpaBoBe 3a0e3neucHHs iHpopMaIliitHOT Oe3neKy| 6 mud. 3amiK
00’ €KTIB KpUTUYIHOI 1HDPACTPYKTYPH
3M5 Texuiunuii 3axuct iHpopMmalii Ha 00’€KTaXx KPUTUYHO] 6 . 3amik
iHQpacTpyKTypH
3M6  |CoemianmbHi Ta IHTENEKTyalbHI CHCTEMH iHQOpMAIHHO] 6 . 3amik
Oe3nexu
3arajibHui 00csSr BUOIPKOBMX KOMIIOHEHT npodeciiiHoi 44
NMiATOTOBKM:
3araabHnii 00csAr BUOIPKOBMX KOMIIOHEHT 3arajibHoOI Ta 60
npogeciiiHOI MiATOTOBKH
IHIII OCBITHI KOMIIOHEHTH
I0K1 ba3oBa 3arajnpbHOBIHCHKOBA MIATOTOBKA (TEOPETUYHA YaCTUHA) 3 aud. 3K
IOK2 Bbesneka grognau

OBCAT OCBITHBO-ITIPO®ECIMHOI MIPOT'PAMHU

240




2.2.

CrpykrypHo-ioriyna cxema OII (inauBigyajibHa OCBITHA TPA€KTOPis 3a Meil1zkopoM 1 «3aXHCT KOPIOPATUBHUX MeEpPeik»)

1 cemectp 2 cemecTp 3 cemectp 4 cemectp 5 cemectp 6 cemecTp 7 cemectp 8 cemectp
OK 4 [HO3eMHa MOBa 32 OK 4 [Ho3eMHa MOBa 33 OK 4 IHo3eMHa MOBa 32 OK 4 [rozeMHa MOBa 32
OK 1 IHo3eMHa MoBa *  OKllIHozevmamoBa  — npodeci HHmL Tpodecitiem o, TIpodeciHHm npoeciiHm OK 1 IHO3eMHa MOBA OK 1 [HO3eMHa MOBa
— ¢l AHHM —
CIpAMYBAHHAM CIIPAMYBAHHAM cupmy[nanum TIPAMYB: | e
. Y v Y
; & OK 3 IIpaBosi ocroBH A cyeae OK 19 OG’ekTHO- o OK 30 Texgozorii OK 23 KoMIUTeKCHi CHCTeMH
O gy 1 POBoi Ta isopmaniiisoi ——f— Ok 21 Olep o ODICHTOBARE - OK 11 HopMaTHBHO- OK 16 CrieniabHi MeToH BHSBIEHHA BPA3THBOCTI BEO- R o
YKpAiHCBKOI KyIbTypH 2 06005 L cTy iH] opMarii
Ge3IeKH AHHT TIpaBOBE 3a0e3NECUEHHA Ta JPOVKH JIAHHX pecypciB
( TIPOrpaNy MiKHAPOH CTAHAPTH B TelTeKOMyHIKAITIFHIX il —-——2
I i 7 3 KiGepGesnexn CHCTEMaX
OK 5 BHma MaTeMaThka OK32 Amoprmmuta  _{ | r ; OK 28 I iff
—| z OK 27 Crerarorpadyis opmariitsa
CIPYKTYpPH JaHHX OK 24 Kowr’ Hi Mepei | ¥ OK 14 3axucr indopmanii orpad Ge3IIeKa JepiKaBH Ta Gi3Hecy
. v OK 15Mememivenr |, OK29 Pmsmw Y S
OK 6 VkpaiHCbKa MOBa 3a OK 22 Apxnrgl(rypa P inQopManiiiHoi GeanexH indopmaniifHoi Ge3nexn : ]
Tpodheci I KOMIT'IOTEpIB Ta A 0 OK 17 Ba3u gaanx = ,y OK 31 XwmapHi TexHoIorii Ta QK 20 Texx-‘mnom )
CIPAMYBAHHAM KOMIT' IOTEPHA CXeMOTEXHiKa OK 26 Teopist inpopmanii ta_| " L,  3axucTBeOOJaTKiB || PO3CTIyBAHE IHIHACHTIB
H KoxyBaHHA inQopmariiteoi Ge3neKn
OK 34 3axuct mporpaMHoro |,  OK 33 Texniunmii ayaur 3
§ : I - — 3a0e3MedeH T 111 H—
OK 9 DizHuHE BHXOBAHHT OK 9 ®i3nyHe BUXOBAHHA OK 25 Kpurrrorpadiumi | OK 37 3axHCT omepamiiHuX .
CHCTEMH Ta TIPOTOKOTH CHCTEM 5  OK 35 AHami3 BeTHKHX
[ JaHHX
1 l OK 39 BupoGHmua
OK 10 BBEIeHHA 10 | s _ OK 12 Ocroen (TeXHOMOTiUHA)
CremaTbHOCT L, - IHOpMANIHTHOT T2 ) ! TpaKTHKA
KiGepHETHYHOI Ge3leKH OK 8 dinocodist » OK 36 TexHiKH 3aXHCTy i
TIPOTHIIT MEPEKEBHM aTaKaM
| —
OK 13 Iuopvamiiino- |
KOMYHIKAIIi{Hi TeXHOIOTi1 > OK 18 IporpavyBass v
OK 40 BupoGHHYa
 e— I (excryaTaniiaa)
OK 7 MeToH Ta 3ac06H TIPaKTHKA
0GpOOKH iH(opMarti OK 38 Hapua/sHa IpakTHKa THmi OCBiTHI KOMIIOHEHTH T
VBM 1 Bu6ipkosa 'VBM 2 BuGipKoBa VBM 3 BHGipKoBa 'VBM 4 BuGipkoBa IBM 5 BuGipkosa IBM 6 BuGipkosa
JHCIHIITHA 1 JTHCITHIITIHA 2 JTHCITHTLTIHA 3 JTHCIHTLTIHA 4 JTHCITHTLTIHA 5 JTHCIHILTIHA 6
— r—
1M1 ApxiTekTypa L, IM2 KopnopaTHBHa 1M3 Bearieka 643 1 1M4 3axHCT KOpHOPaTHBHHX 1M6 Ime/jex'ryanbuuﬁ
KOPIIOPATHBHEX MEPEK Ge3meka HIX Mepex aHanis AaHnx
L A A
1MS ITudpoBa oGposKa

CHTHATIB Ta 300pakeHb

Metimxop 1 "3aXHCT KOPHOPATHBHHX Mepesk"



2.2. CrpykrypHo-aoriyna cxema OII (inamBigyaabHa OCBiTHSI TpaekTopia 3a Mmeiiaxopom 2 «bjok4eilH-TeXHOJIOTiA Ta (e3nmeKa
0aHKIBCHbKHX CHCTEM))

1 cemectp 2 cemecTp 3 cemectp 4 cemectp 5 cemectp 6 ceMecTp 7 cemecTp 8 cemectp
OK 4 IHo3emra MoBa 32 OK 4 IHO3eMHA MOBa 3a OK 4 IHo3eMHa MOBa 32 OK 4 IHo3eMHa MoBa 32
OK 1InoemMHaMoBa — > OK|1InoxemMmamoBa  —» npodeci HEm npodeciimi TpodecifHm npoeci HHIM OK 1 IHo3eMHa MOBa OK 1 IHo3eMHA MOBA
> C]
CIPAMYBAHHAM CIIPAMYBAHHAM CIPAMYBAHHM ’ TpAMyBAHETM 3
: _ Y Y
3 - OK 3 ITpaBoBi OCHOBH —> OK 19 06 : OK 30 TexHo1orii OK 23K i
OK 2 I« Vi b S o o EKTHO: ; E : OMILIEKCHI CHCTEMH
Yl@a'inc::ﬁg' Ky';m;:l;a ~——— mgpopoi Ta ingopyanilinoi - | QK21 Onepaifinl cucrevt opicHTOBaHE W OK 11 HopvaTiBRO- DR oA BHABICHHA BPa3THBOCTi BeG- < saxucTy ingopmanii
Ge3neKH T —l IIOTpAMYBAHEA TIPaBOBE 3a0€3MCYCHHs Ta OGPOGKH JaHIX pecypciB
i v L x A & MIKHAPOJIHI CTAHApTH B TeICKOMYHIKAIIHHAX —_
OK 32 Amr ¥ Hoeenes [ CHETE
OpHIMHTA | X . i
OK 5 Buma MaTeMarHka ctpymypﬂpnamm > OK 14 3axncr indopyanii OK 27 Creraorpais OK 28 IngopmaniiiHa
OK 24 KoM’ 10TepHi Mepeski GerieKa IepikaBH Ta GisHecy
- v OK 15 MeHeIKMeHT _ OK29 Pt 2
OK 6 VkpaiHCbKa MOBa 32 OK 22 Apxitextypa T indopmariiiHoi Gesnexn iH(opMaNiiiHOi Ge3rekH ; ;
npodeci HHIM KOMIT I0TEpIB Ta 4 - OK 17 Ba3u gaHux > i » OK 31 XMapHi TeXHOIIOrii Ta OK 20 Texromorii
CIIAMYBAHEAM KOMIT OTEpHA CXeMOTEXHika OK 26 Teopis inpopmamii ta | | _ 3AXHCT BeOOJATKIE | PO3CITIyBAHHS {HITHICHTIB
KOZyBaHHA j L} iH(popMAamiiHOI Ge3meKH
¥ ¥ ' OK 34 3axuct mporpamsoro |, OK 33 Texmiumgii ay T S
. : | e 3a0e3eUeH T 1 —_
OK 9 ®izpune OK 9 ®i3puHe BUXOBAHHA OK 25 Kpurrorpadiuni OK 37 3aXHCT OmepartiifHm .
CHCTEMH Ta IPOTOKOTH ~— — CHCTEM l——»  OK35 Agaii3 BeTHKHX
JaHHX
l l OK 39 BupoGHIUa
OK 10 BeeneHns 10 AT OK 12 OcHoBH D) 4
crenjabHOCTI  inopmariiisoi Ta ] . . TIpaKTHKA
P KiGepHeTHHOI Ge3neku OK 8 dimocodist L OK 36 TexHiku 3aXHCTy i
[——\_ TIPOTHiT MEPEKEBHM aTakaM
OK 13 [apopmaniiino- | N
KOMYHIKALIiHi TEXHOIOTii OK 18 TTporpamyBaHHs
OK 40 BupoGHHYa
— i (excITyaTaniiisa)
OK 7 Me‘mml Ta 3aco_6n THmi 0CBITHI KOMIIOHEHTH TIpaKTHKa
00poOKH {RpopMari L, OK 38 HapuanbHa IPaKTHKA
'VBM 1 BuGipxoBa 'VBM 2 Bu6ipkoBa VBM 3 BuGipkosa VBM 4 BuGipkoBa IBM 5 BuGipkoBa IBM 6 BuGipxoBa
JIHCIHILTIHA 1 JTACIHILTIHA 2 JTACIHILTIHA 3 JTHACIHILTIHA 4 JHCIHIUTIHA 5 JACIHILTIHA 6
. 2M2 DiHaHCOBO- ALE y“P‘i” = mnqom 2M6 Opragizamis
2M1 Be3neka GaHKIBCHKHX 5 KOMEpIiHHOI TAEMHHLI B - 5
] €KOHOMIYHa Ge3reKa s T 2M4 TexHororii 6710KIeHH — JIOKYMEHTO00IrY 3
cucten CyG’€KTIB TOCTIOJAPIOBAHES S A OOMEKEHHM J0CTYTIOM
ap ycraHoBax
[ A A A
L J
2M5 OCHOBH cMapT-
Meiimxop 2 "BIoKIeHH-TeXHOTOTisA Ta Ge3neka GaHKIBCHKHX cHCTeM" gl KOHIpARTIE



2.3.

iHppacTpykrypu»)

CtpykrypHo-joriuna cxema OII (inguBinyasbHa ocBiTHA TpaekTopis 3a meiia:kopoMm 3 «KidepOe3neka 00’ €KTiB KPpUTHUYHOT

]

1 cemectp 2 cemectp 3 cemectp 4 cemectp 5 cemectp 6 ceMecTp 7 cemecTp 8 cemectp
OK 4 [HO3eMHa MOBa 32 OK 4 [H03eMHA MOBa 32 OK 4 [Ho3eMHa MOEa 32 OK 4 [ro3eMHa MOBa 32
OK 11 MoBa OK 1 [Ho3emHa MOBA ~ ———» npodeciiHm TpoceciiEm npodeciHHmL npodeciiHm OK 1 IHo3eMHa MOBa OK 1 [HO3eMHa MOBa
» e
COPAMYBAHHAM CIPSMYBAHHIM CIPAMYBAHHIM SOpIVYBATHIM
. + v
n . 4
. i OK 3 I1paBoBi OCHOBH ™ o OK 19 O6’exTHO- s : OK 30 Texromorii OK 23 KoMILTEeKCHI CHCTEMH
s 28;;3% chj&amnl;a ————  wudpooi Ta inopmaniiizoi ———  OK21 Onepaniiimi crcren opicHTOBAHE — OK 11 HopMaTHBEO- OK 16 Cremjaneri Meroze BHABIIEHHS BPA3THBOCT] BeG- saxuCTy iHgopMaii
yip YIRIYP Ge3mexkn -| IIpOrpaMyBaHH TIPABOBE 3a0E3MICUCHAS TA 0GPOGKH JaHX pecypeis S
7 v ) T * MDKHAP craszapTH B Te/ICKOMYHIKAL{HHIX )
KiGepOe3neKH CHCTEMax L
OK 32 AnropHT™H Ta _,\_,J > . . : it
OK 5 Buma MaTemMarska ctpymypnpnam OK 14 3axuct inopmarii r OK 27 Creranorpadis OK 28 Imbopmamﬂ_ﬂa
OK 24 KoMIT'10TepHi Mepeski GesreKa IepikaBH Ta GisHecy
- - ¥ OK 15 MeRe/ukMeRT ., . OK29Pmmu L
OK 6 VpaiHCEKa MOBa 32 OK 33 ApxiTexTypa P indopmaniitEoi Genexi iH(opMmariiiHoi Gesnekn ; .
npodeci THIM KOMIT I0TEpIB Ta 4 s OK 17 Ba3u gaHux = 2 OK 31 XwmapHi TexHOIOrii Ta OK 20 Texromorii
- KOMIT'J0TEpHA CXEMOTEXHiKa OK 26 Teopis indopmanii Ta —Nj s Al 3aXHCT BEOIOAATKIB ui PO3CITiTyBaHEA iHITHCHTIB
H KOZyBaHHA 1§ iH(OpMAaIiiHOI Ge3neKH
¥ ¥ " OK 34 3axuct mporpamsoro |, OK 33 Texmiummii ay T 3
. . I . 3a6e3MeueHns ‘"“T -
OK 9 ®i3HuHe BHXOBaHHA OK 9 ®i3nuHe BUXOBaHHA OK 25 Kpunrrorpadiuni OK 37 3aXHCT OmepartifHux .
r CHCTEMH Ta TIPOTOKOTH CHCTEM. Lh—»  OK 35 Anami3 BeTHKHX
[ | JIQHHX
] l OK 39 BupoGHmua
OK 10 BeegemHa g0 |44 _ OK 12 Ocuosn (TexHOTIOTiHA) *
creriaTbHOCTI || indopvamiiiHoi Ta . . TIPaKTHKA
P KiGepHETHHOI Ge3meKu OK 8 ®inocodist L5 OK 36 Texniku 3axHCTy i
: TIPOTHAII MEPEKEBHM aTaKaM
OK 13 Inpopvamiitno- | 3
KOMYHIKaIliifHi TEXHOJIOTi1 OK 18 ITporpaMyBaHHs
OK 40 BupoGHHYa
i (eKcITyaTamiiita)
0K57 Memm e 3800.911 THm i OCBiTHI KOMIIOHEHTH 1
00pOGH iFopnamT OK 38 HapuajbHa OpaKTHKA 4
b
VBM 1 Bu6ipkoBa ‘YBM 2 BuoGipkoBa YBM 3 BuGipkoBa ‘VBM 4 Bu6ipxosa IBM 5 BuGipkxoBa IBM 6 BuGipxoBa
JHCIHILTIHA 1 JTHCITHILTIHA 2 JTHCITHILTIHA 3 JTHCITHILTIHA 4 JTHCITHILTIHA § JTHCITHILTIHA 6
3M4 HopmatHBHO-TIpaBoBe : :
3MI Besneka 06 ’extiB » 3M2 CucTemu eleKTpOHHOrO 3M3 Vmp p iHpopmaniitHoi . A Cnema-:rbm I
i 11 61 i miiHOT Ge3neKH Ge3reKH 06’ €KTiB KPHTHIHOL TSRy AEHL CHET e T
KPHTHYHOI iHpPaCTPyKTypH JIOKYMeHTO000iry inpopmal i - e
inpacTpyKTypH
L | | 4 4

Meiixxop 3 "KiGepGesmeka 06’ €KTiB KPHTHIHOI iHYpacTpyKTypH"

3MS Texmiunmii 3axHCT
ind ii Ha 06’ eKTax
KPHTHYHO] iH)PacTPyKTypH




3. ®opma aTecranii 3100yBaviB BHIIOI OCBITH

®opmu arecrarii
3100yBadiB BUIIO]

ATtecTaris 311MCHIOEThCS Y (popMi €UHOTO JEp>KaBHOTO
KBaJT1(DiKaIITHOTO ICIIUTY.

ICTIUTY

OCBITH
Bumoru no
€JIMHOTO €auHuil nepxaBHUM KBani(ikaliiHUN 1CIUT nependayae
JIePKABHOTO OLIHIOBAHHS  JIOCATHEHb  PpE3yJIbTaTiB  HaBYaHHS,
kBaidikauiiiHoro | BU3HAUYCHHUX CTAHIAPTOM Ta OCBITHBOIO MPOrPaMOIO.




4. MaTpuus BiINOBIIHOCTI NPOrPaMHUX KOMIIETEHTHOCTEl KOMIIOHEHTaM

OCBITHBOI MpOrpamMu

OK 1
OK 2
OK3
OK 4
OK 5
OK 6
OK 7
OK 8
OK 9
OK 10
OK 11
OK 12
OK 13
OK 14
OK 15
OK 16
OK 17
OK 18
OK 19
OK 20
OK 21

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

*| %

3K 1. * * *

*
*
*
*
*

3K 2. *

3K 7. * * *
3K 8. * * * | *

CK 2. *

CK 3. * * *

CK 4. *

CK5. * *

CK 7. *

CK 8. * * *

CK 9. * *

CK 10. * * * *

OK 22
OK 23
OK 24
OK 25
OK 26
OK 27
OK 28
OK 29
OK 30
OK 31
OK 32
OK 33
OK 34
OK 35
OK 36
OK 37
OK 38
OK 39
OK 40

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

IK

*| %
*| %
*| %

*| %
*
*
*
*

3K 1.

*
*
*
*
*
*

3K 2. * * *

3K 3.

3K 4.

3K 6.

3K 7.

3K 8.

CK 1. * *

CK 2. * *

CK 3. * *

CK 4. * * * * %

CK 5. * * *

CK 6. *




5. MarTpuus BiANOBIJHOCTI NMPOrpaMHUM Pe3yJbTATiB KOMIIOHEHTAM OCBITHBOI

nporpamMu

OK 2
OK3
OK 5
OK 6
OK 7
OK 8
OK 9
OK 10
OK 11
OK 12
OK 13
OK 14
OK 15
OK 16
OK 17
OK 18
OK 19
OK 20
OK 21

ITPH 1

* * OK 1
*| *| OK4

ITPH 2

*| *| *

ITPH 3 Lt

*
*

ITPH 4 * *

ITPH 6 S

ITPH 8 * * *

ITPH 10 * * *

IMPH 11 *

ITPH 12 S *

ITPH 13 * S

ITPH 14 o *

ITPH 16 *

ITPH 17

ITPH 18 Lt

ITPH 19 *

ITPH 20

ITPH 21 * * *

OK 22
OK 23
OK 24
OK 25
OK 26
OK 27
OK 28
OK 29
OK 30
OK 31
OK 32
OK 33
OK 34
OK 35
OK 36
OK 37
OK 38
OK 39
OK 40

ITPH 1

ITPH 2

ITPH 3

*
*
*
*
*

ITPH 4 *

ITPHS *

ITPH 6

ITPH 8 * * *

ITPH 9

IMMPH10 | *

IMPH 11 o

ITPH 12 * * *

ITIPH 13 * * * * * *

ITPH 14 * * *

ITPH 15 * L *

ITPH 16 *

ITPH 18 * *

ITPH 19 o * *

ITPH 20 * * * *




