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HuceprariitHa poOoTa MpPUCBAYEHA PO3POOJECHHIO TEOPETUYHUX ITOJOKECHb,
HayKOBO-METOAMYHUX TiAXOMIB Ta MPAKTUIHUX PEKOMEHMAIlil 1070 (GopMyBaHHS
1H(popMaIiiiHOi 0e3MeKH HalllOHAIbHOT eKOHOMIKH.

VY nucepramiitHiii poOOTI JOCIIKEHO EBOJIOIII0 MOHATIHHO-KATErOpiHHOTO
0asucy iHpopmariitHoi Oe3MeKkn HaIlOHAIBHOI €KOHOMIKM Ta CydacHI ITiAXOMIH.
Po3kputo cyTHICTH 1HpOpMAaIIiiiHOT OE3MEeKH HalllOHAIbHOI €KOHOMIKH, BU3HAYEHO 11
MiCIIe B CHCTEMi HaIlOHAJbHOI Oe3meku aepxkaBu. HaBeneHO 00’€KTHO-CYO €KTHY
XapaKTEPUCTUKY CHUCTeMH 1HGOpMaIiifHOI Oe3MeKH HalllOHATbHOI EKOHOMIKH 3
ypaxyBaHHSIM B3a€MO3B’SI3KIB  MDK  eleMeHTaMHu CTpykTypu. [lormubieHo
KOHIENTYalbHl 3acaidl JOCII/DKeHHsS 1H(oOpMaiiifHOi Oe3lekun 3 ypaxyBaHHSIM
MOCHJICHHS TIporieciB udpoBizallii HallloHAIbHOT €KOHOMIKH.

3anmponoHOBaHO HAYKOBY Kiacudikarlito 3arpo3 iHdopMamiiHii Oe3meri 3
ypaxyBaHHSIM HHUGPOBOi TpaHcpopmarllii HAIIOHATBHOI EKOHOMIKH. TakCOHOMIIO
3arpo3 JOMOBHEHO iX PO3MOALIOM 3a 00’ €KTaMH CIIPSIMYBaHHS 1eCTablTI3yI0uuX i
MaKpOpiBeHb, ME30PiBEHb, MIKPOPIBEHb Ta HAHOPIBEHB, IO JO3BOJISE II1IBHIIUTH
iH(popMaIliiiHy Oe3neKy Ha yCiX 3a3HAYeHUX PIBHIX Yepe3 OOTpYHTYBaHHS BaXKeIiB Ta
1HCTPYMEHTIB TOOY0BH €(hEKTUBHOI CUCTEMHU 3aXHUCTy 1H(GOPMAIIIHUX PECYPCIB.

OOrpyHTOBaHO  HAyKOBHM  MiAXim A0 (GOPMYBaHHS  IHCTUTYIIHHOTO
3a0e3neueHHs 1H(opMaIliitHoi 6e3MeKy HalllOHAIbHOI €KOHOMIKH B pO3pi31 OCHOBHHUX
CTPYKTYPHHUX €JIEMEHTIB (IHCTUTYL1HHO-OpraHi3alliiHOro, IHCTUTYL[IHHO-TIPABOBOI0),
M0 JacTh 3MOTY BHU3HAUYUTH TIEPCIEKTUBHI HANpsAMH JCPKaBHOI IOJITHUKH,

COPSIMOBAHOI Ha peani3allilo KOMIUIEKCY 3aXxOAIB 3 OpraHizaili, B3aeMOli,



1HQOpMYBaHHS, KOHTPOJIO M 1HIIUX (PYHKI[1OHATBLHO-PO3MOPSIAYMX 1, BUKOHAHHS
aKuxX ~ 3a0e3neunTh  GopMyBaHHS ~ O€3MEKOOPIEHTOBAHOrO  1H(OpPMAIIHOTO
Cepe0BHUIIIA.

3amporioHOBAaHO METOJOJIOTIYHI MIAXOAW A0 JOCHIKeHHS 1HdOpMaIiiHol
Oe3rneku HaIllOHATBHOI eKOHOMIKH, BH3HAYEHO 3araJIbHOHAYKOBI 1 CTIeIliaibHI METOIH,
NPUHIUIIN, CIIOCOOM HAYKOBOTO Mi3HaHHA. [lornmmnbieHo HayKOBO-METOIUYHI 3acaau
OLIIHIOBaHHS 1HOpMaIliitHOT 0e3MeKkH HalllOHAIbHOI €eKOHOMIKH, I[ITbOBOIO (DYHKITIEIO
SKOTO € OLIIHIOBAHHSI MOTOYHOT'O PiBHS, TEHJEHIINA 3MIHU 1HTErPAIbHOTO MOKAa3HUKA
iH(popMaIiiiHOi O€3MeKH HAIlOHATBHOI E€KOHOMIKM 3 YpaxXyBaHHSM JOMIHYIOUHX
CBITOBHX TEHICHIIIA PO3BUTKY 1M (PpoBi3allii, BA3BHAUYCHHS OCHOBHUX (haKTOPIB BIUIUBY
Ta OOIpYHTYBaHHSl CTpaTeTiYHUX HampsAMiB 3MIIHEHHS 1H(OpMaIliiHOI Oe3nexu
HAI[lOHAIILHOI EKOHOMIKH.

3anpornoHOBaHO METOAMYHMNA MIAX1M A0 OLIHIOBaHHS piBHA 1HQOpPMAILIHOI
Oe3meKku, IO TPYHTYETbCS HaA IHTETPATbHOMY METOl, METOJaX HOPMYBaHHS,
3MIaJPKYBaHHS 1 eKCIIEPTHUX OIIHOK Ta Tiepeadadae BUKOPUCTAHHS MPUHITUTIOBO HOBOI
CHUCTEMHU 1HIUKATOPIB (1HAMKATOPiB IU(POBOI, IHCTUTYILIIHOI, KiOEPCIIPOMOXKHOCTI
HaI[IOHAIbHOI EKOHOMIKHM). Y3araJlbHeHO Ta CHCTEMAaTH30BaHO OCHOBHI €Tallu
MIPOBEICHHS OIIHIOBAHHS PiBHA iH(OpMaIliitHOT Oe3MeKu. Y METOIHII 3aCTOCOBYEThCS
TEOpis HEUITKUX MHOXHUH (II’SITUPIBHEBUM HEUITKUM KiacudikaTop), 10 JT03BOJISE
BU3HAYUTH DPiBeHb 1H(pOpMAIiiHOI O€3MeKu y BIAMOBIIHOCTI O IT'ATH MOXKIIUBUX.
Meroauunuii  miaxig nependadae  TakoX 3IIMCHEHHS TMPOTHO3YBaHHS — PIBHS
iH(popMaIiiiHOT 6e3MeKn 3 BUKOPUCTAaHHSIM MOJIEN MOTIHOMIaIbHOT alpOKCUMAIIIT, 110
OOTPYHTOBYETHCS aHATI30M BEJIMKOT'0 HAOOPY TaHUX HECTAOUIbHUX BETMYHH.

BceranoBneHo ianekTHKy B3aeMoii 1H(pOpMaIliiiHoi Oe3MeKu Ta HalllOHATbHOI
€KOHOMIKM Ha OCHOBI BHUSBJIEHUX KOPEISLIMHUX 3B’S3KIB MDK IMOKa3HUKAMHU
iH(popMaIiiHOT  €KOHOMIYHOI O€3MeKH, a TaKoXX OOTPYHTOBAHOTO BIUIMBY PIBHS
1H(pOopMaIiiiHOT Oe3MeKn Ha pIBEHb PO3BUTKY HAllIOHAIBHOT €EKOHOMIKH, IO aKTyalli3ye
HEOOXIJIHICTh YCYHEHHsI 3arpo3 Ta JeCTPYKTUBHUX (PAKTOPIB pO3BUTKY HaIllOHAJIBHOI
C€KOHOMIKM Ha OCHOBI (OpMyBaHHA O€3MEKOOPIEHTOBAHOIO 1H(OPMALIIHOTO

CepeIOBHIIIA.



BusHaueHo apXiTEKTOHIKY HAI[lOHAIbHOI €KOHOMIKM B yMOBax ItMdposizarlii,
[0 PO3KPHBAE JyaJbHUW BIUIUB TIpolieciB mu@poBizalii B acrekTi (hopMyBaHHS
MOKJIMBOCTEH 1100 CTBOPEHHS  BaJlOBOi  JOJAHOi  BapTOCTi, OTPUMAaHHS
€KOHOMIYHUMH BUT1] CyO’€KTaMM TOCIIOJApIOBAHHS B YMOBAaX 3POCTaHHSI PU3HKIB 1
3arpo3 HaIllOHAJbHIN €KOHOMIII B iHPOPMALIIITHOMY CE€pETOBHILII.

OOrpyHTOBaHO KOHIIEITH CHHEPreTUYHOrO TMIiAXomay 1m0 3abe3rmeueHHs
1H(popMaIiiHOT O€3MeKH HAIllOHATILHOI €eKOHOMIKH, K1 IPYHTYIOTHCS Ha TOCIIIKEeHH1
iHpopMaliitHoi Oe3neKu HaIllOHAJTbHOI EKOHOMIKM SK CKJIAQJIHOI, BIAKPHUTOI,
HEpIBHOBAXXHOI,  HENIHINMHOiI, 3  €JeMEHTaMH  CcaMoOOprasizamii  CHUCTEMH.
3anmpornoHoBaHO KOHIICTITYaJIbHY MOJICTTh MeXaHi3My dbopmyBaHHS
0e3MeKo0piEHTOBAaHOrO  1H(OPMAIIIHHOTO CcepeloBUIlla, IO TIPYHTYETbCA Ha
MOJIOKCHHSIX HOBOI MapaJurMH BUKOPHUCTAHHS MOXIIMBOCTEH, TIIOB’SI3aHUX 3
PO3BUTKOM 1H(OPMAIIMHNX TEXHOJOTIA Ta TOMEpe/HKeHHS W 3amobiraHHs HOBUM
3arpo3aMm iH(popmariiiHii Oe3meni HaIlOHAIBHOI EKOHOMIKH TIUIIXOM 3aXHUCTY
iHopmarii. KonuenryaiapHa MOJIEIb BPaXOBY€ €KOHOMIUHI 1HTEPECH CYO’ €KTIB yCiX
piBHIB (MaKpo-, M€30-, MIKpO- Ta HAHOPIBH), IO TO3BOJUTH OTPUMATH TO3UTHUBHI
CUHEPreTU4H1 e€()eKTH B HAIPSIMKY 3MIITHCHHS O€3MeKH HaIllOHAIbHOI €KOHOMIKH B
YMOBaX BIUIMBY BHYTPIIIHIX 1 30BHIIIHIX JeCTa01M13yI0UNX YHHHUKIB.

JloBeaeHo, 1m0 3MilfHEHHs 1H(GOPMAIIiHHOI 0e3MeKH HAI[lOHAIBHOI €KOHOMIKH
IPYHTYETHCS Ha 3aXUIEHOCTI KOXHOTO €KOHOMIYHOTO cy0’ekTa B iH(MOpMaIiitHOMY
CEPEIOBMIII, III0 BUMArae BIPOBAHKEHHS €()EKTUBHUX CUCTEM 3aXHUCTy 1HGOpMaIlIii 3
METOI0 CBOEYACHOTO BUSIBJICHHS Ta OMNEPATUBHOIO pearyBaHHA Ha peajbHI Ta
MOTEHI[iHI 3arpo3u. Ha OCHOBI MpPOBEACHOTO KOMITAPATUBHOTO aHaNi3y CHUCTEM
iH(popMaIiiiHOi Oe3MeKr BCTAaHOBJIECHO, IO MOJEPHI3AIisl CTPYKTYp Ta THUIOJOTIH
CUCTEM 3axXHCTy 1HhopMaIlli Bi10OyBa€THCS ITi/] BIUITMBOM PO3BUTKY TEXHOJOT1H, 3MiH Y
0e3meKoBOMY cepeloBuIlli, popmax, crmocodax Ta TEXHOJIOTISAX 3aCTOCYBaHHS 3ac001B
KiOepBILIUBY.

3anpornoHOBaHO HOBI MIAXOAM JO BH3HAYEHHS CTpPATETIYHUX OpPIEHTUPIB
JepKaBHOI TMOMITHKH, IO TPYHTYIOTHCS Ha 1€pAapXiuHiid CTPYKTYpl MPIOPUTETHUX

HanpsiMiB peanizamii nonoxkenb Crparerii iHGopMaliiiHOi Oe3neku YKpaiHu Ta



Crparerii exkoHOoMI4HOi Oe3neku Ykpainu Ha mepion a0 2025 poky Ta BUMararTh
BIIPOBAJPKEHHSI HOBHUX, OIIBII JI€BUX MEXaHI3MIB YIpaBiiHHSA 1HGOPMAIIHHOO
0e3mexor0 Ha pIBHI AK MIJIPUEMCTB, TaK 1 KpaiHU B IJIOMY, CHPSIMOBaHUX Ha
YCYHEHHS Oap’epiB, MEPEIIKOJ, PHU3MKIB, 3arpo3, IO 3MIHIOIOTh CEPEeIOBUIIE
(YHKIIIOHYBaHHS HAI[lOHAIBHOI €KOHOMIKH B YMOBax Iudposizailii. CTpareriuHuMu
opieHTHpaMu 3a0e3neueHHs i1HGopMaliiftHOi Oe3MeKrn HaIioOHAIBHOI EKOHOMIKU
BHU3HAYEHO: 3MIIHEHHS CTIMKOCTI HAIIOHAJIbHOI EKOHOMIKHM JI0 KiOep3arpos i
peamizailisi Hal[lOHATHPHUX EKOHOMIYHMX IHTEpeciB Ha 3acajgax iH(opmaiiitHoi
3aXUIICHOCT1; CTUMY/IIOBaHHS po3BUTKY Taimy3i IKT 3 omHO9acHMM BIIPOBAKEHHSIM
HalOUTbII e(EKTUBHUX MPOrPAMHO-TEXHOJIOTTUHHUX PIIIEHb IS 3aXUCTy 1HGOopMalii
Ta 3MEHILIEHHS 11 BATOKIB, MOMEPEIKEHHS 30BHIIIHIX 1 BHYTPILIHIX PU3UKIB Ta 3arpo3;
yIOCKOHAJICHHS HOPMATHUBHO-TIPABOBOI 0a3u MI0/I0 peasizaiii JAepKaBHOI MOJITUKH
1H(opMariitHoi 6e3neku Ta ii rapMoHizaiis 31 crangaptamu €C.

JlucepTarlisi € 3aBepIIEeHUM HAayKOBHM JOCHIDKEHHSIM, y SKOMY PO3pPOOJICHO
HOBI TEOPETHUYHI TOJOXKEHHsS, HAYKOBO-METOAWYHI MIAXOAM Ta MPaKTUYHI
pexkoMenaarlii mo0 GopmyBaHHs 1HPOpMaIiiiHOT O€3MeKu HaIllOHATBHOT €eKOHOMIKH
i OOTpYHTYBaHHS CTpATETIUHHMX TMPIOPUTETIB JEPKABHOI TMOMITHKUA 3a0e3MmedeHHs
0€3MeKOOPIEHTOBAHOTO 1HPOPMAIIIHHOTO CepeIOBHUIIIA.

HayxkoBi monoxeHHs, BUCHOBKM 1 PEKOMEHJAIli, 110 BUHOCATHCA Ha 3aXMHCT,
oJIepKaHl aBTOPOM CaMOCTiiiHO. BHecok aBTOpa B HayKOBI Ipalli, OIyOJIIKOBaHI y
CIIBaBTOPCTBI, KOHKPETU30BAHO Y CIIUCKY MYyOTiKaIlii.

[IpakTrdHe 3HaYEHHS OJIEpKAHUX PE3YIbTATIB MOJIATAE Y TOMY, 1[0 TEOPETHYHI
MOJIOKEHHS, METOJUYHI MIAXOAU Ta BUCHOBKU, BHKJIAJEHI B JAUCEpTAIliiiHIN poOOTI,
JOBEICHI JI0 PIBHA NPHUKIATHUX PEKOMEHIAIlIM, SKi Yy CYKYIHOCTI CTBOPIOIOTH
OoOTpyHTOBaHY OCHOBY JIJIsl TOOYIOBH IIUTICHOI cucTeMu (hOopMyBaHHsI 1HPOpMaIIiiHOT
0e3rneKu HalloHANbHOT eKoHOMiKH. OTpUMaH1 HayKOBI Pe3yabTaTH JOCIIKEHHS Oyau
BUKOPUCTAH1 MIANPUEMCTBAMU Ta OpraHizallisiMd TpH PO3pOOJICHHI IOJI0KEHb

NOMITHKY (HOopMyBaHHS 1HPOPMAIIIITHOT Oe3MeKH.



KirouoBi cnoBa: iHdopmariiitHa 6e3reka, HallloHaJIbHa €KOHOM1Ka, eKOHOMIYHa
OesreKa, 3arpo3u, OIiHIOBaHHSI P1BHS 1H(OPMAIIMHOT O€3MeKH, MoJITHKA (hOpMYyBaHHS

iH(popMariiiHoi Oe3neku, nudposizaris.

ABSTRACT

Bilko S.S. Formation of information security for the national economy. —
Qualification scholary paper: a manuscript.

Thesis submitted for obtaining the Doctor of Philosophy degree in Speciality
051 Economics (05 Social and Behavioral Sciences). National University «Yuri
Kondratyuk Poltava Polytechnic». — Poltava, 2023.

The dissertation is devoted to the development of theoretical provisions,
scientific and methodological approaches, and practical recommendations for the
formation of information security for the national economy.

The evolution of the conceptual and categorical framework of information
security for the national economy and modern approaches are studied in the thesis. The
essence of information security for the national economy is revealed, and its place in
the state security system is determined. The object-subject characterization of the
information security system for the national economy is given, taking into account the
interrelationships between the elements of the structure. The conceptual foundations of
information security research are deepened, taking into account the intensification of
digitalization processes of the national economy.

A scientific classification of threats to information security is proposed, taking
into account the digital transformation of the national economy. The taxonomy of
threats is supplemented by their distribution by the objects of destabilizing actions:
macro-level, meso-level, micro-level and nano-level, which allows to improve
information security at all these levels by substantiating the levers and tools for

building an effective system of information resources protection.



The dissertation substantiates a scientific approach to the formation of
institutional support for information security of the national economy in the context of
the main structural elements (institutional and organizational, institutional and legal),
which will allow determining the promising directions of the State policy aimed at
implementing a set of measures for organization, interaction, information, control and
other functional and administrative actions, the implementation of which will ensure
the formation of a security-oriented information environment.

The methodological approaches to the study of information security for the
national economy are proposed, and general scientific and special methods, principles,
and methods of scientific cognition are defined. The scientific and methodological
bases for evaluating the information security of the national economy are deepened,
the purpose of which is to assess the current level, and trends in the integral indicator
of information security for the national economy, taking into account the dominant
global trends in the development of digitalization, identifying the influencing main
factors and substantiating the strategic directions for strengthening the information
security of the national economy.

An improved approach to assessing the level of information security based on
the integral method, methods of normalization, smoothing, and expert assessments, and
involves the use of a fundamentally new system of indicators (indicators of digital,
institutional, and cyber capabilities of the national economy). The main stages of
information security assessment are generalized and systematized. The methodology
applies the theory of fuzzy sets (five-level fuzzy classifier), which allows for
determining the level of information security per the five possible levels. The
methodological approach also provides for forecasting the level of information security
using a polynomial approximation model, which is grounded in the analysis of a large
data set of unstable values.

The dialectic of interaction between information security and the national
economy is established based on the identified correlations between the indicators of
information and economic security, as well as the reasonable influence of the

information security level on the level of national economic development, which



actualizes the need to eliminate threats and destructive factors of the national economy
through the formation of a security-oriented information environment.

The architectonics of the national economy in the context of digitalization is
determined, which reveals the dual impact of digitalization processes in terms of
creating opportunities for creating gross added value, obtaining benefits by economic
entities in the conditions of growing risks and threats to the national economy in the
information environment.

The concepts of a synergistic approach to ensuring information security for the
national economy are grounded, based on the study of information security for the
national economy as a complex, open, non-equilibrium, nonlinear, with elements of a
self-organization system. A mechanism for the formation of a security-oriented
information environment is developed, which is based on the provisions of a new
paradigm of using the opportunities associated with the development of information
technology and preventing and deterring new threats to information security for the
national economy through information protection. The conceptual model takes into
account the economic interests of entities at all levels (macro-, meso-, micro-, and
nano-levels), which will allow for positive synergistic effects in strengthening the
security of the national economy in the face of internal and external destabilizing
factors.

It is proved that strengthening the information security of the national economy
Is based on the security of each economic entity in the information environment, which
requires the introduction of effective information security systems with a view to
timely detection and prompt response to real and potential threats. Based on the
comparative analysis of information security systems, it is established that the
modernization of structures and typologies of information security systems is
influenced by the development of technologies, changes in the security environment,
forms, methods and technologies of cyber influence.

New approaches to determining the strategic guidelines of the state policy based
on the hierarchical structure of priority areas for implementing the provisions of the

Information Security Strategy of Ukraine and the Economic Security Strategy of



Ukraine for the period up to 2025 are proposed. They require the introduction of new,
more effective mechanisms for managing information security at the level of both
enterprises and the country as a whole, aimed at eliminating barriers, obstacles, risks,
and threats that change the environment of the national economy in the context of
digitalization. The strategic guidelines for ensuring the information security of the
national economy are as follows: strengthening the resilience of the national economy
to cyber threats and realization of national economic interests on the basis of
information security; stimulating the development of the ICT industry with the
simultaneous implementation of the most effective software and technological
solutions to protect information and reduce its leakage, prevent external and internal
risks and threats; improving the regulatory framework for the implementation of the
state policy of information security and its harmonization with the EU standards.

The dissertation is a completed scientific study that develops new theoretical
provisions, scientific and methodological approaches, and practical recommendations
for the formation of information security for the national economy and substantiation
of strategic priorities of the state policy of ensuring a security-oriented information
environment.

The scientific positions, conclusions, and recommendations submitted for
defense were obtained by the author independently. The author's contribution to
scientific works published in co-authorship is specified in the list of publications.

The practical value of the results obtained is that the theoretical provisions,
methodological approaches, and conclusions outlined in the thesis are brought to the
level of applied guidelines, which together create a reasonable basis for building an
integrated system of information security for the national economy. The obtained
scientific results of the study were used by enterprises and organizations in the
development of information security policy provisions.

Keywords: information security, national economy, economic security, threats,
assessment of the level of information security, information security policy,

digitalization.
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