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Hucepraiiiiina poOoTa MpUCBsiUEHA MOTIUOJIEHHIO TEOPETUUHUX MOJI0KEHbD,
YAOCKOHAJICHHIO ~ METOJWYHMX  MIAXOJIB Ta  PO3POOJICHHIO  MPAKTHYHUX
PEKOMEHIAIII II0JI0 BUSIBJICHHS Ta OI[IHIOBAHHS BIUTUBY LM(POBI3allii Ha 3arpo3u
E€KOHOMIYHI/ Oe3Mell AepKaBU.

VY nucepraimiiiHiii poOOTI PO3KPUTO CYTHICTH Ta poJib IMQpoBI3alil y
TpaHchopMaIliiHUX MPoIecax HAIIOHATBHOI €KOHOMIKH IIISIXOM IHTErpaliii TphoX
KOHIIEMIIIA 1 TPaKTyBaHHS: TEXHIKO-POPMATHOI, KOMEPIIIHO-ONTUMI3aIlIHOT Ta
TEXHOJIOTTYHO-IHPOpMaIIiifHOI.  3IIMCHEHO  TEOpEeTUYHE  y3araJbHEHHS  Ta
CTPYKTYpH3allil0 KaTeropiaibHOro amapaTy nposiBiB 1udposizaili. BuszHaueHo
(dbyHIaMeHTaIbH1 BIACTUBOCTI IIU(POBI3aIii Ta iXHii BILUTUB Ha (POPMYBAHHS 3arpo3
E€KOHOMIYHIN Oe3Mell AepKaBU.

JlonoBHEeHO Ki1acu(ikalliio 3arpo3 eKOHOMIYHIM Oe3melli JepaBu B yMOBax
uugpoBizallii 3a piBHEM MOXO/HKEHHS Ta BIUIMBOM HU(POBOrO KOMIIOHEHTA, IO
MOTIUONIOE  PO3YMIHHSL JKEpPENl BUHUKHEHHS MHM(PPOBUX 3arpo3 Ta TOCHIIIOE
METOJI0NIOTIUHY 0a3y ix iaeHTudikarli. BuaiieHo kiactepu 3arpo3 13 MAaKCUMaJIbHUM
pIBHEM BIUIMBY Ha EKOHOMIUHY O€3IeKy AepKaBu B yMOBax U(poBizallii.

Po3kputo myaneHuil BIuMB 1u¢poBizallii, 10, 3 OAHOTO OOKY, CHpUSE
MIBUIIICHHIO €KOHOMIYHOI CTIMKOCTI Jep)KaBH, a 3 1HINOI — MPU3BOIUTH 0
(dbopMyBaHHSI HOBUX Ta TpaHc(hopMallli ICHYIOUMX 3arpo3 €KOHOMIYHIM Oe3merri

nep>kaBu. BHOKpEMIIEHO COLIaIbHO-€KOHOMIYHY, KIOEpHETHYHO-TEXHOJIOTIUHY Ta



THCTUTYLIIHHO-PETYJISATOPHY CepH IeTepMIHAIII] 3arpo3 B yMOBax 1U(poBi3allii, 1110
CHpusi€ X MPEBEHTUBHOMY BUSIBJICHHIO.

3n1CHEHO KPUTUYHUI aHaji3 METOJUYHOTO 1HCTPYMEHTApIIO OIlIHIOBAHHS
PIBHSI €KOHOMIYHOI O€3MEKH JIEp>KaBU Ta BUSIBICHO KOHIENTYaIbHI HEIOJIKA HOTo
3aCTOCYBaHHs B yMoOBax IMQpoBi3allli, a came, 3aCTapuIiCTh, CYNEpPEUwIHBICTH
HOPMATHBHOTO 3a0€3MEUYEeHHs, MEePEBAHTAXKECHHS I1HAWKATOpamMu, (HIKCOBaHICTh
MIOPOrOBUX 3HAYEHb, 0OMEKEHY THYUKICTh JJO HOBHX YMOB. J|OIIOBHEHO METOINYHI
3acaJiv OL[IHIOBAaHHSI EKOHOMIYHOI O€3MeKH Jep:KaBU 1HIUKATOpaMu 1H(OpMaiiiiHo-
1MpOoBOT CKIIaTI0BOT HAa MaKpO-, MIKPO- Ta HAHOPIBHSIX HaIllIOHAIBHOT EKOHOMIKH, 1110
JI03BOJIsIE BPaxOBYBAaTH BIUIMB IM(pPOBI3alli Ha 3arpo3d E€KOHOMIYHINA Oe3merl
Jep>KaBU.

[IpoBesieHO NIarHOCTUKY PIBHA €KOHOMIYHOI O€3MeKkr YKpaiHu Ta BUSBICHO
HaANOLIBIITY KOHIICHTpAIIiI0 3arpo3 y IHBECTULIIHHO-1IHHOBALIIHHIH,
MaKpOEKOHOMIYHIM, (DIHAHCOBIM, 30BHINIHBOEKOHOMIYHIA Ta jAeMorpadiunii
cepax. 3a1iCHEHO OLIIHIOBAHHS IOMIHYIOUOr0 BIUIMBY LIM(POBI3ALIii 1 BOEHHUX 111
Ha BC1 CUCTEMOYTBOPIOIOYI CKJIaJI0B1 EKOHOMIYHOI O€3MEKH JepKaBH.

Ha ocHOBI BigxuieHb I1HAMKATOPIB 1H(OpMALIHHO-ITUGPOBOI CKIIAIOBOT
€KOHOMIYHO1 O€3MeKH JIep’KaBU BiJ iX KPUTHUYHUX 3HAUYEHb BUSIBJICHO peaibHI Ta
MOTEHIINHI 3arpo3u, crhpuuuHeH! Ludposizaiieo. BuszHaueHo, 1mo B yMoBax
JUHAMIYHOTO PO3BHUTKY LIU(PPOBHUX TEXHOJIOI'H, CACTEMHUM BIUIMB HAa HALIOHAIBHY
€KOHOMIKY MAalOTh 3arpo3u BPa3JIMBOCTI €KOHOMIYHUX CYO’€KTIB A0 KiOeparak,
3aJISKHOCTI B IMOOPTY UM(POBUX TEXHOJIOTIA Ta HU3BKOTO PIBHSA HHU(PPOBOI
rpaMOTHOCTI HaceNieHHs. BUsiBiieHO 3arpo3u CTpyKTypHUX JAedopmMarliiii Ta HaAMIpHOi
KOHIIEHTpaIlli pecypciB y HU(POBOMY CEKTOpi, M0 MOMIHONIOE AUCOAlaHCH B
HAIllOHAJIBbHIA €KOHOMIIII.

OOrpyHTOBaHO HEOOXIHICTh yIOCKOHATICHHS HOPMAaTUBHO-TIPABOBOI 0a3u Ta
THCTUTYIIIMHOTO 3a0e3MeYeHHsT E€KOHOMIYHOI Oe3leku YKpaiHu 3 ypaxyBaHHSIM
€BPOMEMCHKOro JocBimy. BuszHaueHo mnepeayMoBH 1HTerpaimii YKpaiHu B

€BpONEUCHhKHU 1U(POBUIA MPOCTIp Ta KOHIENTYalbHI 3acalyd PEryJISTOPHOTO



YAOCKOHAJICHHS ISl 3MIIHEHHS] EKOHOMIUHOI Oe3leKu Jiep>KaBhu B YMOBax
nrdpoBizariii.

CriporHo30BaHO HEraTUBHY IMHAMIKY IHTEIpAJIbHUX OKa3HUKIB EKOHOMIYHO1
Oe3MeKu 3a il CKIaJOBUMHM Ha OCHOBI PETPOCIIEKTUBHOIO aHAMI3Y, 1O € MIAIPYHTAM
U MOOYJOBA MOENi BIUIMBY HU(pOBI3aIlii HA €KOHOMIYHY O€3MeKy Aep KaBH.
[IpoBeneHO COLIONIOTTYHE JTOCHIKEHHST IUGPOBOI TPaMOTHOCTI HACENCHHS SIK
YMHHUKA BPA3JIUBOCTI CyO’€KTIB HAHOPIBHS HAIIOHAJIBHOI E€KOHOMIKH JI0
Ki0ep3arpo3. Po3po6iieHo aBTOpCbKY MOAENb BILIMBY HU(PPOBI3allii HA EKOHOMIYHY
Oe3meKky JAep)kaBW, IO BioOpakae IUHAMIKY 3arpo3 Ha Makpo-, MIKpO- Ta
HAHOPIBHSX Ta KPUTUYHI TOYKH BILTUBY TG pOBI3allii.

[IpiopuTr30BaHO HampsiMU 3amoOiraHHs 3arpo3aM EKOHOMIuHiM Oe3merr
JepkaBu B yMoBax Iu(poBizailii 3a gonoMoror BukopuctaHHs MeToliB RICE,
«Kano» Ta «Value vs. Efforty Ha 3acamax po3BUTKY IHCTUTYILIIMHOTO 3a0€3MeUeHHS
€KOHOMIYHOI Oe3MeKH Ta 0e3[eKOOPIEHTOBAHOTO CEPENOBHUIIA, IO € MEPETYMOBOIO
3MEHIIIEHHS] HEraTUBHOTO BIUTMBY IU(PPOBI3allil HA EKOHOMIUHY O€3MEKy JepKaBy.

Juceprailisi € 3aBEpIIEHUM HAyKOBUM JOCIHIDKEHHSIM, SIKE MICTUTh HOBI
TEOPETUYHI1 MOJIOKEHHS, HAYKOBO-METOIUYHI MIAXO/IM Ta MPAKTUYHI PEKOMEH ALl
II0JI0 BUSIBJICHHS Ta OIIHIOBAaHHS BIUIMBY HU(POBI3aIlii HA 3arpo3d €KOHOMIUHIN
Oe3rmerr IepyKaBH.

HaykoBi nosokeHHs1, BACHOBKH 1 PEKOMEH/Iallli, 1[0 BUHOCATHCS HA 3aXMUCT,
oJIep>KaHl aBTOPOM CcaMOCTiiiHO. BHecOK aBTopa B HayKOBI Ipalli, OMyOJIKOBaHl1 B
CMIBaBTOPCTBI, KOHKPETU30BAHO B CIUCKY ITyOMIKaLli.

[IpakTruHe 3HAUEHHS OTPUMAHUX PE3YJbTATIB POOOTH MOJSTAE B TOMY, 1110
TEOPETHUYHI TIOJIOKEHHS, METOJIWYHI IIXOAW Ta BHCHOBKH JOBEICHI J0 PIBHA
MPUKIIATHUX PEKOMEHJIAIlH, K1 B CYKyIHOCTI CTBOPIOIOTh OCHOBY JJISl BUSIBJICHHS
Ta OLIIHIOBaHHSI BIUIMBY IU(POBI3allli HA 3arpo3u €KOHOMIUHIN Oe3Merl JepaBu.
OTpumaHi HayKOBI Pe3yJIbTaTd JOCHIKEHHS OyJid BUKOPUCTaHI YCTAHOBAMHU Ta

OpraHizaiisiMd y CBOild AISUTHHOCTI MPHU MiJrOTOBII aHATITHYHUX MaTeplaiiB Ta



3I1MCHEHHS 3aXOiB 13 3a0e3NeueHHs €KOHOMIYHOI Oe3neKr YKpaiHu B yMoOBax

nrdpoBizariii.
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The dissertation is devoted to deepening theoretical provisions, improving
methodological approaches, and developing practical recommendations for
identifying and assessing the impact of digitalisation on threats to the economic
security of the state.

The dissertation elucidates the essence and role of digitalisation in the
transformation processes of the national economy by integrating three concepts of its
interpretation: technical-formal, commercial-optimisation, and technological-
informational. A theoretical generalisation and structuring of the categorical apparatus
of digitalisation manifestations has been carried out. The fundamental properties of
digitalisation and their impact on the formation of threats to the economic security of
the state are 1dentified.

The classification of threats to the economic security of the state in the context
of digitalisation is supplemented by the level of origin and influence of the digital
component, which deepens the understanding of the sources of digital threats and

strengthens the methodological basis for their identification. In the context of



digitalisation, clusters of threats with the maximum level of impact on the economic
security of the state have been identified.

The dual impact of digitalisation has been revealed, which, on the one hand,
contributes to the economic stability of the state, and on the other hand, leads to the
formation of new threats and the transformation of existing threats to the economic
security of the state. The identification of the socio-economic, cybernetic-
technological and institutional-regulatory spheres of threat determination in the
context of digitalisation has been established, thus facilitating their preventive
detection.

A critical analysis of the methodological tools for assessing the level of
economic security of the state has been carried out, and conceptual shortcomings in
their application in the context of digitalisation have been identified, namely
obsolescence, inconsistency of regulatory support, overload of indicators, fixed
threshold values, and limited flexibility to new conditions. The methodological basis
for assessing the economic security of the state has been supplemented with indicators
of the information and digital component at the macro, micro and nano levels of the
national economy. This development allows for consideration of the impact of
digitalisation on threats to the economic security of the state.

A comprehensive evaluation of Ukraine's economic security has been
conducted, identifying the investment and innovation, macroeconomic, financial,
foreign economic and demographic domains as the primary sources of threat. An
assessment has been conducted on the prevailing impact of digitalisation and military
operations on the economic security of the state, with a particular focus on the system-
forming components that underpin this security.

A study of the deviations of indicators within the information and digital
components of the state's economic security, from their critical values, has enabled
the identification of threats to both the real and potential aspects of the system in the
context of digitalisation. It was determined that, in the context of the dynamic

development of digital technologies, the vulnerability of economic entities to



cyberattacks, dependence on imports of digital technologies, and the low level of
digital literacy among the population have a systemic impact on the national economy.
It has been posited that structural deformations and excessive concentration of
resources in the digital sector may be conducive to the deepening of imbalances in the
national economy.

The necessity to enhance the regulatory and legal framework, as well as
institutional support for Ukraine's economic security, with consideration for European
experience, has been substantiated. The necessary conditions for Ukraine to become
integrated into the European digital space have been determined, as have the
conceptual foundations for regulatory improvement that are required to strengthen the
country's economic security in the context of digitalisation.

The negative dynamics of integral indicators of economic security by its
components is predicted based on retrospective analysis, which is the basis for
building a model of the impact of digitalisation on the economic security of the state.
A sociological study of the digital literacy of the population as a factor in the
vulnerability of nano-level entities of the national economy to cyber threats has been
conducted. An author has developed a model that explores the impact of digitalisation
on the economic security of the state. This model reflects the dynamics of threats at
the macro, micro and nano levels, as well as the critical points of impact of
digitalisation.

Priority was given to the identification and prevention of threats to the
economic security of the state in the context of digitalisation. The RICE, Kano and
Value vs. Effort methods were utilised to develop institutional support for economic
security and a security-oriented environment. It is imperative to note that this is a
prerequisite for reducing the negative impact of digitalisation on the economic
security of the state.

The dissertation constitutes a comprehensive scientific study, encompassing

novel theoretical provisions, scientific and methodological approaches, and practical



recommendations for identifying and assessing the impact of digitalisation on threats
to the economic security of the state.

The scientific provisions, conclusions and recommendations presented in the
defence were obtained by the author independently. The author's contributions to
scientific works published in co-authorship are specified in the list of publications.

The practical significance of the results obtained lies in the fact that the
theoretical provisions, methodological approaches and conclusions have been
elevated to the level of applied recommendations, which, taken together, form the
basis for identifying and assessing the impact of digitalisation on threats to the
economic security of the state. The findings of the research were utilised by
institutions and organisations in their activities, specifically in the preparation of
analytical materials and the implementation of measures to ensure Ukraine's

economic security within the context of digitalisation.
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